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ABSTRACT 


Ifi tKli Study, e^tatiohal eonc«|>tfl are defintMl £<» anargeacy operations 
at local, state, and federal Isvcla of civil defense. Types of actions 
to be taken by operations centers and the Information for decisions about 
these actions are identified. 

At the local level, an organization for emergency operations is 
assumed, and required types of messages and presLore' data are determined. 
Probable message lengths are determined frem meseayes^ "•nd the 

frequency of messages are estimated for various environmental conditions 
(such as after some blast or fire damage and prior to the arrival of 
fallout). A staff organization and procedures for decision making are 
described, and responsibilities for information processing, storage, 
and display within staff sections are given. Requirements for ahelt'^r- 
operations center coomunicatlona In the assumed organization are deter¬ 
mined, and the effect of additional factu-s on communication requirements 
for specific civil defense organizations are shewn. 

Types and estimates of the volumes of messages to be provided to 
state and regional emergency headquarters, and staff responsibilities 
for Information proceasing at these headquarters are also given. 

Major recommendations of the study ere (1) that the mesaage formats 
and reporting procedures developed In the study be made part of the 
Federal Civil Defense Guide; (2) that the methods for information system 
analysis described in the report be used in the development of prototype 
emergency information systems for specific local and state organizations; 
and (3) that the civil defense emergency information system at the national 
level be considered and designed as part of the overall national emergency 
Information system. 
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Datachn'jle Sutssary 


PUF’POSS 0? THE SrjDY 


For 0 nrnbe'i of yeors, thero hss been 3 civil defense program in 
the United States, tha objective or which has been to miniraise the 
effects of a nuclear attack or other major civil disaster. Under this 
program, shelters have been identified, itarksd, and crocked; warning 
systems developed; radiation monitoring instruments procured end 
deploj'-od; personnel trained for various civil defense responsibilities; 
er-argency operations centers established in some locations; coiasuni cat ions 
and other t^rpes of equipment provided; and research conducted. 


Eovfevor, no system has been formulated for collecting, processing, 
and disseminating information that increase the probability that 

these olemouta of civil defense are used effactively if a nuclear attack, 
or other civil disaster, seems inminent or occurs. It has been the pur- 
pot? of this study to help fomailate what this information system should 
be.. 

In Phase I cf t'af.a study,—the general procedures for defining an 
iriiorinaticn system woro identified, information requirements to be met 
by the Civil Defense E-margency Information System (C'CSIS) were qualitatively 
ststod, and existing cenespts for exchiSnge of information during an 



toncy were anely 


In this, tug .so 

more 

stvsclfica lly th 

fade 

“hI levels or Ch!' 

syst 

tm to provide, 

terr" 

:o C T. 


(1; Xype-s, flc'-r, and volume ox messages; 

(2) I'iow of iai'oi'iaarioa in sn operations center, and records and 
displays needed. 

II. SUI-MAEY 

A. Ap proach 

It uas .assu32c that the basic reason, for the inforrsstlon system, 
would ho to sunply information required for the conduct of esiergency 
cyor-otion^. Consequently, it was necessary to begin with a concept cf 
the opt-tationo to ba conducted in an eitsrgancy and tha -actions requiring 
decisions at local, state, and federal levels of civil defense. ''kzt'Lcrt.i 
Wfire considered to include not only the coordination of organisations1 
activities, but the provision of advice and information tliat would be of 
use in dacsntralJ.sed or individual decisions. 


B. 5U Brooks, G. H, Otto, D. H, Fishnsats, ond J., E. ¥alkes, Jr.. 

...I’ua ,l ysis of a Civil Pefenae ltiformffitd.os!: System, Phase I, Fitml Kspe 

E~CU-'i34.. Darham, Hoxth Carolina, Research Triacgla Institute, 
Bacc-ybor ”964. 







At £ha ?iocal level, actions to bs taken at the es^srgencj operEtions 
cantor (EOC) would depend, of course, on ti:** epacific capabilities of 

Ojj^rgticnal organleacioxis (euoh ss the police force) and on the defensive 
-•osturs or condition cf the population. Less obviously, actions to bs 
tskan vculd depend on the nature of the EOC staff and its capabilities 
for decision making. 

Eence, in order to deternins the actions for which inforiEaticTt would 
be needed, it was necessary to make at least some general assumptions 
about the operational forces (such as the police); the posture of the 
pcpulatioa (for example, that the rmjcritj' would be in shelters having 
organisation and commintcation to the EOC); and the makeup and 
declslon-raaking procedurea of the SCC staff. 

With these aasunspticne, it was possible to identify a considerable 
number of actions for which information would be needed. These actions 
could be grouped into three general categories; 


(1) Those dealing with innaediate threats to the population; 

(2) Those dealing with indirect threats to the population; 

(3) Those dealing with the maintenance of control, ccrnsnunications, 
and transportation routes. 


Saaic types of Information needed for making decisions about these 
types of actiona were than Identified. Son* of this information could 
be prestored at the ECG prior to an eiaargency. Other information would 
have to be transmitted to the EGC by massages, Probable sources c£ these 
rc: were identified from among the assumed elements (shelters, 

rolicC; institutions, etc.). 

- ^ 

Inrcxioatior: requiremants were then allocated to various types of 
basic nsosages (a.g., unscheduled situation reports) to be subTjdtted by 

thooe claments. 


Otnor such as requests from a shelter manager or instme- 

fciOwS .i'ron the ECG to an operating element, were considered to bs ‘'special 
aciU'r.'r.Js. The voluE-e of messages hstr^eea two Xoostions was estiosated on 
tbs basis cf lousths of sanpls cuEssagas of various types and GEtimates 
of tlio froquency with whS.cli such massages would be transmitted. Peak 
loads.of messages between shelters and other elements of the assuEJsd 
organinstion and the E0€ were estimated for certain conditions (such aa 
movesisnt to shelter). 

la attar^tiag to identify the volume of messages to be transEsltted, 
it hezaim' eppsraat that thn availability of the .-Essergaccy: Broadcast System 
{E3S) would bo eh isaportent factor. Its availability co*Jsid reduce the 
raember'of messages to slenienta from the EOC, and hy using it to identify 
types of information saedsd or not needed, the EOC staff could influence 
the voluise of iacomieg messsgas. 




^c■Vlon•‘: 


:ha loval;, s olailar approach vas used in dstercrdniag the 

Lcxi to bo provided rrem local ECG’3, state agencies, and other 
Type? o'L' ■■'isssa.gsis and the f orients for sw'fne.ry status reports 
'-rr: thia infor-rtticii frcia local ECC's ware identified. The 
■oilltio” of staff sections for information processing and storage 
■bjfinec^ 






jcerol level, the actioac to ba taken in s ci\'il defense 
less concerned with specific and irensdiate condd-tiens 


It was as suited, however, 


.4 1 


than at local and state levels, 
defenae regions can assist in wneting civil defense OL.'j®ct3.veG bp' ettioatii 
conclitiona and in advising states, and. by participating with federal 
ngencies in coordinating federal and state activities. Information re- 
qu.irsver.t.5 for regional heodpuarters were def5.ned and types of unscheduled 
reports to be sent by state headquarters were identified. 


The concept of operations and the procedures for defining the system 
ai'e dlscasged in detail in Chanter 2. 


Hesuits 


A systematic analysis is provided of the types of information that 
most likely to be needed by civil defense organisations in a widespread 
dls'cter. Tha revert spoclfiea types and astlmatas volirres of ’’bvisic-' 
fr-csra.'jai'i th't will need to be transiaitted to ECC’s at the local level and 
to state and regional emergency headquarters (EE's) in order to provide 
this infoifriation. It also specifies the data to bo prastored. 


Tha report utscribss other types of massages that can be expected to 
irrj'OSQ ccrerunication requirerssnts, and the estimated loads of all massages 
cotvesn some specific eiensents of the civil defense organization under 
yirrr. conditions. The relative merits of teletype and telephone modes 
tranir’issio-’ are cctnpared. 


In addition, procedures and staff respouisibilities are suggested 
..o:: the cievalopment of tha required information from incoming laeasageo 
' ru! pro stored deta. 




!.u"xoa2 


s;2c 
1, ,, 


The r-gfense Emergency Information System should ba designed 

larily to previda an infornation base for decisions that must be 
to achieve civil dafanse objectives. Reporting requirslants mast 
in sdvaricn of any emergency, eisd cosmmicj 


ions cliE.cipl5.~u 


SpSCi... 

c:--srciead from tha beginning of an emergency, in order to insure that 
the required 5.u£or2Stion base can be developed at the emergency opera 
tiens centers and einargency, headquarters viithin the civil defense 
oresnisation. 


2. The vc.i|sos of random or special messages, -and the efficiency of 
sc:.--r.uGiei’xt:lc3a, will ba influenced by the efficiency with which this 
iafc'rir,nt:':.cn bfisc :l3 established. . ■ 






o’c zi‘-r/0or^^ 5^b^3 loc^r.X Cud st'^vG I-.-'"-■■■ t^'3 v'x"* 1 

■''T V ■ - ■ ■'1.' ’ C-CV':"' '-V tbc i’X’'"' T}£*!rXO'd ''1"^ r''^ c s 


4. Re']uire!?'i;nt5 for cc?:;:a-n.lciitions csust be dstersined on "he basi?i 
of thr? or£^jr!,i.?-*.ticT>ol aad ^ocgrapliic aapecto within a spaciflc area. 

Tiv?. p'iaco shelter ccsrolrz headquarters and hsadqusrters for a'ress 
within a etate are also cetermined by geographic aspects of the araa. 

5. In view of tha rmcert-inty of the effects of a nuclear war; the 
Civil Dafeusa Emergency I^-formtiou Syaters treat be dsEi.gusd to provide 
for fltzihility j.xt coTriCT.inicsticn3 and staff procedures. 

6. The requirements for information at the national level of the 
civil defense organisation are influenced by the responsibilities of 
all government departments and agencies for en^rgenoy operations. 
Therefore, ths Civil Tefense Emargency Information System rx^st be 
designed as part of a national emergency .Information system. 

7. ?':ep?;r£;tion of v?;:itt8n copies of telephone rtesasgeo is an inrfficiont 
use of ccnrcranicnticr.':, A cemprehensive study is nscessa”}’’ of doolsion- 
iriahirig procf-durco and infcxxtatloii flew within e?i>argency opera?;iors 

Cfb’r; *>'T^ r* r^-jr y-. ..p •*,.? ^ 

*wt-.I.* - ...w, .«• V. - * 

, The cvuilobility and use c£ tha Emergency Broadcast Syatesi has 
sn irportoTit infl'uenoe upon the infortcaticn system racuirementa. There- 
fo'.’Oj plciiH fer this syoren tsasst b-s consistent with the plans for the 
Civil “Jef' 2 -aoa llrasrgency InforiaatioTi System. 

9. The use of Nudat reports as a nsethod for deriving inforrsatica. about 
the .stotu.s of pcstattack population and rescurcea is of questionable 
volus, end its probable offectivsness should be systenaticslly detstrainod, 
Tzysniod conciuRions are found in Chapter 7. 

c oE-iicnda tions 


i. The procadurea advanced in this report should ba used under the 
cirection of OCD to develop a prototype information system for azistiiig 
civil defense organisations in one or more local areas. The psrfcrmanca 
of this system shou,ld then be evaluated in well-pl&nned esercises in 


‘-■"’•''or to better define the tBsthodolcgy before it in rsccrasoticlsd for 
by civil defonse planaers at state and local, levels. 


2. If the tctsl system is not defined end evaluatsd ao rscoi-s'anded 
aueva, variations of tha staff informtion processing and decision-- 
saxing ps’ccsdurs.s contained in -this rsport should be evaluatad aitfear 
by analytical inathoda or exercises,' 

„ Specific formats for usschedulod shelter situation reports and- fermg 
o-r recordg Infortnatlon st EOG’e should ba developed and incorporated 
iv tho Tscefal Civil Dafense Guide. 





ccurfs for ths xise of Sxha Sso 
d loi Ictil civil dfcfenGf" plan 
1 civil dafavisa crganiswtionc 
y c.s.n bo providsd by ths EBS : 


gtncy Broadcast Sycteia 
.lag sc that prior to 
I X u0'f 

n cuppOTiti g£ uhc'ljr 


5« The Mca of centers 
irsfornstlon collections 


within areas or districts 
points should be studied. 


of large states as 


5. The Office of Civil Befans-a sho’uld recenrnenc 
esntr fcj; inforaation at the ctriorsency hsadquarts 
nants and r.gencics in keepitig with their sssignsd 
first step in determning how federal staffs end 


a study of the require™ 
re of r.ll federal depart- 
responsibilitlse at a 
cocEcunications xssy be 


noat efficiently used in c national emergency. 


7, A study should b'3 conducted to estisE-ta ths tirKiliness nad accuracy 
achievable by a cenputer-barnd darisge assesssoent systesn end ths ti®alinc33 
of accuracy obtainable by less sophisticated ayatemn. 






Chapter 1 


Jftttfldttfltlan unrt ftiiMMot 

1, PDBTOSB OF nos STOBfF 

tot a noaber of years, dtera has been a civil defense prograa in 
the Ohited States, the objective of which has been to ainiaiae the 
effects of a nuclear attack or other aajor civil disaster, thider this 
program, shelters have been identified, aarked, and stocked; warning 
systeiDs developed; radiation nonitoring instruaeats procured and 
deployed; personnel trained for various civil defense responsibilities; 
eaeri;escy operatlona centers established in som loeations; co nm uni cations 
and other types of equipsant provided; and research conducted. 

However, no system has been formulated for collecting, processing, 
and disseminating information that will increase the probability that 
these elements of civil defense are used effectively if a nuclear attack, 
or other civil disaster, seems imminent or occurs. It has been the pur¬ 
pose of this study to help formulate what this information system should 
be 

In ^ase I of this study,—^ the general procedures for defining an 
inforoiation system were identified, information requirements to be met 
by the Civil Defense Smergency Information System (CDEIS) were qualitatively 
s*‘ated, and existing concepts for exchange of information during an 
emergency were analyzed. 

In this, the second phase of the study, the objective was to define 
more specifically the types of Information required at local, state, and 
federal levels of emergency operations, and to define an Information 
system to provide this information. The system was to be defined in 
terms of: 

(1) Types, floH and volume of messages; 

(2) Plow of information in an operations center, and records and 
displays needed. 


— E. R. Brooks, G. H. Otto, D. H. Fishman, and J. E. Walker, Jr. 
Analysis of a Civil Defense Information System. Phase I, Final 
Report, R-OD-134. Durham, Worth Carolina, Research Triangle 
Institute, December 1964. 


1-1 












'•'• ' liY mfiiTii i ’T iti 'r'rri''- '-'-^ni ■ 


II. SUMARY 


A. Apprc«ch 

ttould be to supply infonatlon required for the conduct of emergency 
operetlons. Consequently, It wee necessary to begin with a concept of 
the operetlons to be conducted In en emergency end the actions requiring 
decisions at local, state, and federal levels of civil defense. "Actions" 
were considered to Include not only the coordination of organizational 
activities, but the provision of advice and information that would be of 
use in decentralised or individual decisions. 

AC the local level, actions to be taken at the eoiergency operations 
center (EOC) would depend, of course, on the specific capabilities of 
operational organizations (such as the police force) and on the defensive 
poa^.ure or ccodltlon of the population. Leas obviously, accions to be 
taken would depend on the nature of the EOC staff and its capabilities 
for decision making. 

Hence, in order to determine the actions for which information 
would be needed, it was necessary to make at least some general assump¬ 
tions about the operational forces (such as the police); the posture 
of the population (for example, that the majority would be In shelters 
having organization and communication to the EOC); and the makeup and 
decislon*naking procedures of the EOC staff. 

With these assumptions, it was possible to identify a considerable 
number of actions for fdilch information would be needed. These actions 
could be grouped into three general categories: 

(1) Those dealing with imedlate threats to the population; 

(2) Those dealing with indirect threats to the population; 

(3) Those dealing with the maintenance of control, communication, 
and transportation routes. 

Basic types of information needed for making deciaiooa about these 
types of actions were then identified. Some of this information could 
be prescored at the EOC prior Co an emergency. Other information would 
have to be transmitted to the EOC by messages. Probable sources of these 
messages were Identified from asiong the assumed elements (shelters, 
police, institutions, etc.). 

Information requiramants were then allocated to various types of 
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basic messages (e.g., unscheduled situation reports) to be submitted by 
these elements. 

Other messages, such as requests from a shelter manager or instruc¬ 
tions from the EOC to an operating element, were considered to be "special" 
messages. The volume of messages between two locations was estimated on 
the basis of lengths of sample messages of various types and estimates 
of the frequency with which such messages would be transmitted. Peak 
loads of messages between shelters and other elements of the asstaaed 
organization and the EOC sMre estimated for ce.'tain condltlona (such as 
movement to shelter). 

In attempting to Identify the volume of messages to be transmitted, 
it became apparent that, the availability of the litergency Broadcast tystem 
(EBS) would be an important factor. Its availability could reduce the 
number of messages to elements from the EOC, and by using it to identify 
types of Information needed or not needed, the EOC staff could Influence 
the volimie of incoming messages. 

At the state level, a similar approach was used in determining the 
information to be provided from local EOC's, state agencies, and other 
sources. Types of messages and the formats for summary status reports 
for providing this information from local EOC's were identified. The 
responsibilities of staff sections for information processing and storage 
were also defined. 

At the federal level, the actions to be taken In a civil defense 
emergency are leas concerned with specific and immediate conditions 
than at local and state levels. It was assumed, however, that civil 
defense regions can assist in meeting civil defense objectives by estlsiating 
conditions and in advising states, and by participating with federal 
agencies in coordinating federal and state activities. Information re¬ 
quirements for regional headquarters were defined and types of unscheduled 
reports to be sent by state headquarters were identified. 

The concept of operations and the procedures for defining the system 
are discussed In detail in Ompter 2. 
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8. teiulta 

A ayttematlc atuilysls Is provided of the type* of Infonation that 
are moat likely to be needed by civil detense organisations In a widespread 
disaster. The report specifies types and estimates volumes of "basic" 
ttsssages that will need to be transmitted to EOC's st the local level and 
to state and regional emergency headquarters (EH's) in order to provide 
this information. It also specifies the data to be prescored. 

The report describes other types of messages that can be expected to 
isqtose cammunlcatlon requirements, and the estimated loads of all messages 
between soiie specific elements of the civil defense organization under 
given cmtdltioas. The relative merits of teletype and telephone inodes 
of tesasmission are cosqiared. 

In addition, procedures and staff responsibilities are suggested 
for the development of the required information from Incoming messages 
and prestored data. 

C. 

1. The Civil Defense Emergency Information System should be designed 
primarily to provide an information base for decisions that mast be 
8Mde to achieve civil defentc objectives. Seporting requirements must 
be specified in advance of any emergency, and communications discipline 
exercised from the beginning of an emergency, in order to insure that 
Che required infortaation base can be developed at the eanergency opera¬ 
tions centers and emergency headquarters within the civil defense 
organization. 

2. The volume of random or special messages, and the efficiency of 
communicaCions, will be influenced by the efficiency with which this 
information base is established. 

3. Peak loads of message traffic at the local and state level will 
probabl.v occur during the relatively short period in which shelters 
are being occup^.'d. 

4. Kequlrements for communications must be determined on the basis 
of the organisational and geographic aspects within a specific area. 

The place of shelter coi^lex headquarters and headquarters for areas 
within 3 state are also determined by geographic aspects of the area. 




5. In vievi of Lhe uncertainty of the effects of a nuclear war, the 
Civil Defense Emergency Information Systcnn must be designed to prcTvide 
for flexibility in coasuinlcatlaiis and staff pcoceduraa. 

6. The requirements for information at the national level of the 
civil defense organization are influenced by the responsibilities of 
all government departments ami agencies for emergency operations. 
Iherefore, the Civil Defense Bnjergency Information System imist be 
designed as part of a national emergency information system. 

7. Freparation of written copies of telephone messages ,1s an inefficient 
use of communications, A cotaprehensive study is necessary of decisiotr 
making procedures and information flow within emergency operations 
centers or emergency headquarters. 

8. Hie availability and use of the Baergency Broadcast System has 

an ii^ortant influence upon the Informatian system requirements. There¬ 
fore, plans for this system must be consistent with the plans for the 
Civil Defense Emergency Information System, 

9. The use of Nudet reports as a method for deriving information about 
the status of postattack population and resources is of questionable 
value, and its probable effectiveness should be systematically determined. 
Expanded conclusions are found in Chapter 7. 

D. Becoianendations ' ^ 

1. The procedures advanced in this report should be used under the 
direction of OCD to develop a prototype information system for existing 
civil defense organizations in one or more local areas. The performance 
of this system should then be evaluated in well-planned exercises in 
order to better define the methodology before it is recommended for 

use fay civil defense planners at state and local levels. 

2. If the total system is not defined and evaluated as rec^xsmended 
above, variations of the staff information processing and decision¬ 
making procedures contained in this report should be evaluated either 
by analytical methods or exercises. 

3. Specific formats for unscheduled shelter situation reports and forms 
for recording Information at EOC’s should be developed and Incorporated 
in the Federal Civil Defense Guide. 
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4. Specific procedures for the use of the Emergency Broadcast System 
should be developed in local civil defense planning sa that prior to 

an emergency, local civil defense organizations will know approximately 
how ouch capability can be provided by the EBS in support of their 
operations. 

5. The use of centers within areas or districts of large states as 
information collection points should be studied. 

6. The Office of Civil Defense should recoossead a study of the require¬ 
ments for information at the emergency headquarters of ail federal depart¬ 
ments attd agencies in keepitig with their assigned responsihllities as a 
first, step in determining how federal staffs and conanunicatlons may be 
most efficiently used in a natiotsal etietgency. 

7. A study should be conducted to estimate the timeliness and accuracy 
achievable by a computer-based damage assessment system and the timeliness 
of accuracy obtainiible by leas sophisticated systems. 
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Procedure in Defining the Ctvll Defense Emergency Information System 


I, INTRODUCTION 

In this chapter, general concepts of civil defense emergency opera¬ 
tions and Information systems to support these operations are first stated. 
Procedures are described that can be followed in defining the types and 
volume of messages to be transmitted and the information processing to be 
performed at an EOG or EH. Finally, limitations of the procedures in de¬ 
fining the system for specific organizations are noted. 

II. GENERAL CONCEPT OF CIVIL DEFENSE EMERGENCY OPERATIONS 

In the event that a nuclear attack upon the United States seems 

imminent, activities will be initiated that are identified here as civil 

* 

defense emergency operations. Some of these operations will be the 
acceleration of the present non-aaergency activities, such as the placement 
of supplies in shelters. Other activities would be undertaken such as the 
broadcast of warning, the movement of people to shelter or other less 
vulnerable locations, and actions to reduce the vulnerability of utilities 
and supplies. 

If an attack occurs, it is reasonable to expect that in some geo¬ 
graphic areas, it will be possible to conduct firefighting, rescue, and 
other types of emergency operations to further limit the effects of the 
attack. In all areas, it will be desirable to supply advice and informa¬ 
tion to the population. 

Civil defense plans provide that local emergency operations be 
cordlnated or dlrectet. at pre-established emergency operations centers 
(EOC's) that have some fallout protection. The actions taken at EOC's 
will be under the control of peacetime government officials. Public ser¬ 
vices such as the police, fire, and highway departments, and volunteer 
organizations such as the Red Cross, will be t»sed where available. Civil 
defense officials and workers will be used to assist in the coordination 
of operations and to perform special tasks for which they have been trained. 


Civil defense emergency operations could also begin with the threat of, 
or the occurrence of, a natural disaster or a nuclear accident. These 
would impose less stringent requirements for decisions, but the same 
declslon-tnaking processes can be followed as would be followed in the 
event of a nuclear attack. 
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principally radiological monitoring and nanagenent of public fallout shelters. 
When available, military units nay also be used for wiaalona under the 
direction of the EOC. 

The above concept of operations applies to an EOC at the local or 
county level of government. State civil defense emergency headquarters 
(SH*s> would provide information and advice to^-and coordinate the activ¬ 
ities of—local EOC'a, atate operating agencies (such as police and 
highways), and assigned military units. For emergency operations, states 
may be divided into civil defense areas, each having its own headquarters. 

Coordinating and supporting the activities of the state EOC's would 
be the headquarters of the eight federal civil defense regions and the 
National Civil Defense Headquarters. Thus, in accordance with the opera¬ 
tional policies stated in the National Civil Defense Emergency Operations 
Flan, each level of government will support those at the next lower 
echelon. 

More detailed descriptions of local, state, and regional organizations 
are given in Chapters 3, 4, and 5 respectively. 

Ill. CONCEPT OF THE CIVIL DEFENSE EMERGENCY INFORMATION SYSTEM 

The Civil Defense Emergency Information System (CDEIS) that is con¬ 
sidered in this report is intended to provide: 

(a) A means by which an emergency operations center (EOC) or other 
civil defease emergency headquarters (EH) can receive data and 
develop information necessary for decisions in keeping with the 
objectives of civil defease; 

(b) A means by which directives, advisories, and information may 

be provided by an EOC or EH to elements in its area or to other 
EOC's and EH's. 

In an esergency, the CIXIS will not be the only means of information 
exchange. At the local and state levels of govemament, operational units 
(such as the police) will also have operations centers and ccnraunication 
capabilities. At the federal level, departiaonts and agencies with energency 
responsibilities will have their own offices and have ccesnunication systems 
available for their use. In addition, at all levels, a broadcast capability 
will exist through the cammercial radio nets and the local staticsia that 
constitute the Emergency Broadcast System (EBS). 






'^ese elements will be extremely Important In the collection and 
dissemination of information, but will not be organic parts of the CIKIS. 
However, the CDEIS must provide for interfaces with these syateM. 

The CEEIS will operate from the time that operations centers or head¬ 
quarters are occupied under emergency conditions until there is no need 
for emergency coordination of activities, or until normal means of control 
will be reestablished. 

IV. GENERAL PROCEDURE FOR DEFINING THE CIVIL DEFENSE EMlR{®lcy 

IKFORHATICN SYSm 

A. Determining Information Requirements 

The information that the CQEIS Is to collect or develop depends upon 
the actions for which decisions will be needed. 13ie nature of these acti<ms 
depends in turn upon: 

(1) The general objectives of civil defense emergency operatlois; 

(2) The typea of anvlronnent in which operations will be conducted; 

(3) The govertsaent level conducting the civil defease operations. 

Three general objectives of civil defense emergency operations were 

assumed in this stu^; 

(1) To reduce direct threats to life, including tha blast and thermal 
effects of weapons, fallout, fire spread, floods, and exposure 

to extreme enviroimiental conditions; 

(2) To reduce indirect threats to life resulting from lack of food, 
water, housing, electrical power, medical and sanitation facilities 
and services, and from failure to replace Inventcaries or to restore 
services. Breakdcwns of morale and order could be ocher indirect 
threats to life; 

(3) To maintain government or control, and cooniunlcations and trana- 
portacion links that will be necesaacy to accomplish (1) and (2). 

The types of envirccments in idilch civil defense emergency operations 
will be conducted are usually described by time with respect to nuclear 
attack; chat is--preattack, transattack, and postattack. 





These "tiBe-envirenoentB" are sufficient to determine the types of 
ectlona to be taken at state and higher government levels; but at the 
local level, it Is necessary to define time-envirotraents more precisely. 

In this report, ve use the following four tlma-environnents: 

(1> Fran the occupancy of the IOC to the occurrence of direct 
effects or fallout; 

(2) After direct effects, but prior to fallout; 

(3) During the occupancy of shelters; 

(4) When short sorties from shelters are penniselbie for the begin¬ 
ning of recovery operations. 

Re<iulred actions are finally determli^d by the lever of govemsaent 
at ^ich osergency operatitms are beii^ conducted. TSie information system 
was considered for three levels of government: local, state, and federal. 

A local civil defense organization might serve a city, a county, or 
some small geographic area such as a district within a county. In the 
analysis of the local civil defense information system In Chapter 3, it 
was assumed that the local organization would serve a city of about 100,000 
population. 

At the federal level, the eight regional headquarters are staffed in 
peacetime, and all ans expected eventually to occupy hardened sites. 
Consequently, regional headquarters are considered to be of more concern 
than the national headquarters in defining the infonaatlm system at the 
federal level, and the place of the information system at the luitional is 
«mly briefly consictered. 

Acti(ms at each level of the three levels of government were tabulated, 
and are found in the following chapters. Actions included the provlsicm 
of Information aiui advice as well as the coordination and direction of 
operations, such as movment to shelter. Types of information necessary 
for decialons about each of these actions were listed. For some actions, 
thirty or more differing types of required information are Hated. 

B. Basic Message Requlrttaenta 

Much of the '*infarmaticm base" that is needed for actions that 

can be anticipated must be created fi;om data that are contained in 






prespecified types of messages , which will be designated in this 
report as ’’basic" messages. These messages may be of the following 
types: 

Xtascheduled situation reports about a particular type of 
event that has occurred (such as the arrival of fallout) or 
a situation that has been identified (e.g., the location of 
a traffic blockage); 

On-call situation reports in response to a request from 
the operations center for information about a capability 
or a condition; 

Scheduled amanarv status resorts tn accordance with an 
established schedule and containing a summary of capa¬ 
bilities conditions! 

Scheduled Radef reports tn accordance with an established 
schedule for radiological monitoring reporting. 

Unscheduled situation reports were further categorised by their 
subject, such as an "initial shelter situation report" or "out-of- 
shelter population report". 

Finally, messages are categorized by their urgency of trans¬ 
mission. A "flash" message is to be sent as soon as possible and is 
given precedence over all other communications. A "priOTlty" message 
is considered to have the next highest transmission precedence. All 
other messages are considered to be "’routine". 

In the analysis, each type of information that could not be pre¬ 
stored was identified by at least one type of message by tdiich it 
could be provided. 

2. Lengths 

The lengths of unscheduled situation reports were determined 
by the preparation and word count of sample messages of specific 
types• 

The lengths of scheduled status sunmary reports were determined 
by preparation of detailed formats of messages and the estimation 
of the number of words in each section of the report. The lengths 
of abbreviated forms of summary status reports, such as might be 
transmitted when complete information could not be provided, or when 
some conditions are unchanged since the last summary report, were 
also determined. 
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Lengths of Radef reports were detenali^d froa ansple sttsseges 
In the reporting procedures described in the Federal Civil Defense 
&ilde. 

3. Sunber and Frequency of Basic Messages 

The mnsber of unscheduled situation reports to be sent in a 
given period of tisie by any elexoent of a civil defense oi^anieation 
vill depend upcn the type of reporting elesaent, the number of changes 
in the situations to be reported, and the nunber of laesBages about 
s particular change in situation. 

Estimates of the number of unscheduled messages from a belter 
were determined from estimates of upper and Icaier bounds of the 
probability of the occurrence of conditions at a shelter re^juiring 
the reports and estimates of the maximum and minimum number of reports 
concerning a particular condition. 

For other parts of the local civil defense organisation, such as 
police, hourly maximum and minimum mnsbers of messages of various types 
were estimated directly. 

Numbers of messages of various tsrpes In a period of high message 
traffic from a local EOC to the state headquarters were also esti¬ 
mated. No attempt vss made to define the numbers of messages frcan 
other possible elements of state civil defense organizations, since 
states vary greatly in size and population. 

C. Requlrcaiients for Other Message a 

Frovlslcxi imist be made in the CDEIS for requests and inquiries to 
the operations center or headquarters fr<xi organic elements and for revests, 
information, or instructions from the operations center to these eluents. 
Such tranaoisslons were considered to be '’special" messages. 

13ie number of special messages and dteir length depend on a tnimber 
of factors. Obviously they are influenced by the effectiveness with vhich 
basic messages are provided. For example, if basic messages have been 
received that enable the staff of a local operations center to determine 
the situation with respect to fire, decisions can be made and announced 
that may forestall a shelter manager's request for firefighting equipment 
or inquiry as to whether the fires are of such a nature that the dielter 
should be abandoned. 





ntnnber of special ffiesa^ges la also affected by; 

(1) The availability of the Emergency Broadcast System (EBS) for 
messages that apply to more than one elaaenc. Obviously if 
information can be broadcast over e separate system, the com- 
munlcstion load on the CI3EIS will be rethiced. 

(2) The capability within theae elements for decision naklng. The 
greater this capability for decislcai making, the less direction 
that will have to be provided by the ClffilS. 

In general, however, since the basic measagea include information 
about situations that require actions concerned with ixamedlate threats to 
life or resources,^ the greatest number of inecolng special messages will 
not have a high message tranffloisslon precedence, and may be tranasitted 
at tliaes idien the system has a lew volume of flash and priority basic 
messages. 

0- Determination of Peak Message Loads 

In order to determine communication requireo^nts, it is necessary tc 
know as accurately as possible the greatest density of basic and special 
messages with transmission precedence, and in what time period this maximum 
will occur. Estimates of these "peak loads" of traffic for some elements of 
civil defense organizations were made, based on estimates of the length of 
time during which certain conditions would occur and the numbers and lengths 
of messages to be ^changed during this time. 

Ihe principal part of this load was Judged to be basic messages, 
since as noted earlier, special messages will tend to be of low precedence 
and can be delayed in transmission or can be excluded from the information 
system altogether by broadcast Instructions, such as "Send no more inquiries 
about missing persons until further announcenmaat over this station". Obviously, 
the effective use of message precedence will be important in preventing over¬ 
loading of ccmmainlcations in peak periods. 

S. RequlretBents for Messages Between EOC's or EH*3 and Other Elements 

The CDEIS must also provide for exchange of information with non- 
organic elements, such as EOC's in adjacent areas, lallitary units, or 
higher headquarters. 
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The types and numbers of messages to higher headquarters are largerly 
set by the needs of the higher hmadquarcers for information. Thus, the 
requlrments for caanunicatlon between a local EOC and a state EH are 
determined principally by the state's requirements for basic messages. 

The messages between headquarters in adjacent areas are dependent 
upon geographic and economic factors and the degree to which Joint 
operations are planned arui possible. 

Messages between EOC's or EH*s atsd military units will depend upon 
the geographical location of thc^e units and their operational capabilities. 

Prestored Information 

Frestored files, docu^nts, and maps can be used in addition to messages 
to provide information for decisions. Specific items of lafofoaCloa to be 
prestored at the operations centers or headquarters at the local, state, and 
regional ).eved were susstarlzed from the worksheets on rdiicb information 
requirements were listed. IHtls prestored Inforraation then did not generate 
any communication requirement. 

G. Information Proceaaing and Display Reoulraaents 

Procedures to be used in information processing depend upon the makeup 
of the staff of the IOC or emergency headquarters and the general concept 
of decision making that is followed. 

Assumptions were made as to how civil defense functions would be 
represented in the staff organization. At the local level, it was assisned 
that there would be staff sections with the responsibilities for: 

(1) The protection and relocation of the population, whether In 
or out of shelters (designated as the Population-Shelter 
Section). 

(2) The coordination of mobile operational units such as police, 
firefighting, and road maintenance (designated the Emergency 
Services Section). 

(3) The protection of, and maintenance of records concerning, 
supplies and i]iq>ortant facilities such as hospitals (designated the 
the Logistics Section). 

(4) The collection and development of information on envlroimental 
conditions, particularly continuing threats and the effects of 
nuclear attack natural disasters (designated the Intelligence 
Section). 
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(5) The control of the operetions center and the making of declelons 
about coordinated actions (designated Che Executive Section). 

Scwc modifications of this staff organization were oiade as seemed 
desirable at the state and regional level. 

It was also assmied Chat, while centralized control of operational 
decisions was necessary, Che staff members should participate in the 
dacisioaximaklag procedure by: 

(1) Identifying situations for which actions on the part of the 
operations center might be necessary; 

(2) determining the feasibility of specific activities; 

(3) Evaluating the relative effectiveness and cost (in terms of 
utilization of limited resources) for alternative activities. 

In keeping with these assumptions as to staff organization and 
decision-making procedures, responsibilities were assigned to individual 
staff sections for developing and transmitting required information by 
keeping and analyzing files and displays. 

H, SUMar y 

In sumary, the general procedure that was followed in defining the 
CDEIS was to: 

(1) Identify probable actions to be taken by civil defense organi¬ 
zations at local, state, and regional levels of - govemmentj 

(2) Identify the information required for decisions about these 
actions; 

(3) Identify the types and subjects of basic messages by which 
this information could be provided to EOC's or EH's from their 
organic elements; 

(4) Estimate the amount of conmunicatlon traffic generated by 
these messages under particular conditions; 

(5) Identify other types of messages (special messages) between 
the EOC's and ER's and their organic elements; 

(6) Estimate the maximum or peak periods of message density be¬ 
tween major organic elements and EOC's or EH's; 

(7) Identify Che types of messages to be exchanged between EOC's 
or EH's and nonorganic elements, such as military installaticms 
and higher headquarters; 
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(3) Identify, t>n the basla of assumed staff organizations and general 
procedures for decision making, responsibilities of staff sections 
for developing information and joaintaining files and displays. 

V. LIKIXATIONS OF THE PROCEDURE 

In the following chapter, the procedure described above is followed 
in analyzing requirements for the CDEIS at the local level. Similar pro¬ 
cedures, though in less detail are used in defining an tnfomation system 
for state and regional levels in Chapters 4 and 5, respectively. 

However, aotae factors Influencing the development of the CDEIS are 
specific to the organization and location. Accordingly, results derived 
by this procedure are not completely generalizable. At the local and state 
level, factors such as geography, the dispersal and protection of the popu¬ 
lation, and the economy of the area will Influence the types of actions to 
be taken. For example, if an industrialized area surrounded by other urban 
areas and an isolated residential coostunity experience the same attack con¬ 
ditions, there could be significant differences in the actions requiring 
decisions, lliese factors will also affect the location of shelters and 
other operating elements, and consequently the routing of messages. 

The requirements for the CDEIS are also influenced by the type of 
operational elements that may exist In a particular area and especially 
by their means of control. For example, all communities can be expected 
to have police forces, but these forces may be deployed and controlled 
in quite different ways. The means of control may vary from a hardened 
control center with sophisticated data transmission and processing capa¬ 
bility to a series of substations In office buildings, where only minimal 
records are kept and coonunication is by unsophisticated links shared with 
other users. Obviously, the degree to which information gathering, deci¬ 
sion making, and control can be acconplisfaed by an operating force or ele¬ 
ment will influence both the types of actions requiring decisions at the 
EOC and the type and number of messages that will be exchanged with that 
element. 

Methods for analysis of alternatives of infarmatlon development and 
flow in s specific organization are to be found in the technical literature 
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of information systems. A nvttnber of methods were reviewed for their appli¬ 
cation to the CDEIS. Of these, a method by Langefors'^ seemed to have some 
application. However, the detailed analysis of flow of information within 
the local organitation that was assumed, could not be done in the time avail¬ 
able for the study. 

In the analysis of shelter-tcv-EOC communication requirements for the 
assumed organization, all shelters were required to report directly to the 
EOG. However, this is not necessarily the optimum procedure. An analysis 
of factors that determine whether a shelter coaqslex headquarters should be 
used as an interibedlate reporting point is provided in Appendix A. 

ISie crgaalzation of the EOC or EH and the concept of decision making 
that is followed will influence the types of actions that will be taken and 
subsequently, information requirements. Under one concept, for exai^le, the 
EOC would only inform the public and operational units that a bridge is 
blocked by disabled vehicles; under another concept, the staff action would 
be to organize a force to clear the bridge. The concept of staff organiza¬ 
tion and decision making will also determine the methods and equipment for 
Information processing, storage, and display. 

Finally, In the definition of a CDEXS for a particular location, there 
must be consideration of other specific elements that may be sources or 
recipients of information. Principal among these at the local level are 
headquarters of other civil defense organizations, military installations, 
and state agencies. At the state and federal level, there may also be 
headquarters of federal departments and agencies fremi which information can 
be obtained and to which it may be sent. 

In brief, it is tnqjossible to design Qie emergency information systems 
for any place without consideration of the organization of civil defense 
elements, the EOC or EH staff organization, and decision-making procedures. 
All must be cemsidered as parts of a single system for meeting the objectives 
of civil defense emergency operations. 


^ B. laagefors. Some Approaches to the Theory of Information Systems. Hordlsh 
Tidskrtft for Informations Behandling (Denmark), Vol, 3, No. 4 (1963), 
pp. 229-254. 
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Chapter 3 

The Civil Defense Emert^enc y Infor m ation System at the Local Level 

I. INTRODUCTION 

A. Scope of the Chapter 

The objective of this chapter is to describe in detail the steps 
by which a local CDEIS is defined, using the general procedures identi¬ 
fied in the preceding chapter. 

In order to provide an organizational framework for the system, 
a fairly definite local organization was assumed. However, to have de¬ 
fined specific operational, control, and coBanunicatlon capabilities 
would have been extremely time-consuming and would not have increased 
the applicability cf the system so defined to other possible or¬ 
ganizations . 

No specific attack environments were used as a basts for determining 
specific situations that would require a transfer of Information, Instead, 
for four emergency time-environments, estimates were made of the upper 
and lower limits of numbers of messages of particular types between an 
element (such as a police headquarters or a shelter) and Che EOC. Even 
had specific attack environments been considered, tlie number of occurrences 
of a specific situation to be reported (such as a traffic blockage) would 
still have to be estimated. 

Consequently, only approximate limits on the quantity of various types 
of information to be exchanged during given time periods can be established. 

However, the process of analyzing the system requirements even in 
this manner resulted in defining; 

(1) Specific types and formats of messages and prestored informa¬ 
tion that should be provided to local EOC's; 

(2) Seasonable peak loads of messages between the EOC and shelters; 

(3) Activities that should be accomplished by staff sections at 
EOC's in developing an information base upon »diich to base 
decisions. 
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B. Or&antzatlon of Local Civil Defenae 

There are many ways in which local civil defense may be organized 
in the political subdivisions of a state. A civil defense organization 
msy he provided for a single city or town, for a irt of a city, for a 
group of communities, for a county, or for a pe f a county. Since 
all of these organizations may deal with similar a -atlons and take 
similar actions, there has been no attempt to considt^r each possible 
type of organization separately; each may be considered aa a "local" 
civil defense organization. 

In order to provide a framework for defining a local system, a 
fairly definite local organization was visualized. The organization was 
assumed to serve a city of about 100,0(X) population, having the following 
operational elements; ** 

Occupied shelters; 

Units and control centers for mobi.e mergeocy services, including 
police, 
fire, 

ambulance and rescue, 
road maintenance, 
water, 

electricity and gas, 
telephone; 

Hospitals and medical cectars; 

Other occupied Institutions (e.g., jails); 

Transportation control centers and terminals; 

Specified industrial plants, warehouses, and storage areas 
(e.g., for earth-moving equipment); 

Radef monitoring stations not co-located with any of the above. 

The following related elements were also assumed, although not 
organic parts of the system; 

A commercial radio station of the Emergency Broadcast Sy8*’em (EBS), 

Military units, 

EOC'o in adjacent areas and the state civil defense headquarters. 

Terminals of the National Vamlng Syst .m, 
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The principal element for coordination and control of emergency 
operations at the local level will be the Emergency Operations Center (EOC) 
It will be under the direction of local government officials, assisted 
by their civil defense staffs. 

At the EOC, informs.tion from the elements of the civil defense or¬ 
ganization will be collected and evaluated, and through these elements 
actions will be coordinated, and advice and information provided. 

The operating staff at the ECC is considered to be grouped into the 
following sections: 

1. An Executive Section, headed by the chief of the local govern¬ 
ment or hla representative. He may be assisted in matters of 
policy by an advisor;^ staff composed of representatives of the 
local government and the community. This section will include 
the civil defense director and may exercise supervision over 
communications. 

2. An Intelligence Section, with the responsibility for Identifying 
and evaluating the general conditions existing in the emergency- 
damage, fires, radiation, and other threats. 

3. A Population-Shelter Section, which will be concerned with con¬ 
ditions of the population, whether in public shelters or not. 

4. An Emergency Services Section, concerned with maintaining and 
employing mobile services of various types. This section will 
contain representatives of fire, police, and other emergency 
services. 

5. The Logistics Section, concerned with supplies of important 
resources, hospitals and other Institutions, and transportation. 

II. DEFINITIC® OF THE SYSTEM 
A. Purpose of the System 

The information system for local civil defense emergency operations 
must provide procedures and equipment for: 

(1) Providing necessary information to the EOC from elements of the 
organization and external related elements, such as EOC's of 
adjacent areas; 
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(2) Storing, processing, and displaying information for decisions 
at the BCX^; 

(3) Providing necessary information from the EOC to the elements 
of the organization and to related external elements. 

B. Information Requirements 

The basic Information that the Information system is to provide to 
the SOC is determined by the types of actions that the BOC can be expected 
to perform In meeting the three objectives of civil defense operations: 

(1) to reduce direct threats to life; 

(2) to reduce Indirect threats to life; 

(3) to maintain government or control and conmainications and trans¬ 
portation links that will be necessary to achieve (1) and (2). 

Information zequiremrats will vary according to the four fairly 
definite time-environments described in Chapter 2: 

Time-environment A : from the time of occupancy of EOC to the time 
of the first weapon detonation of concern to the S>C; 

Time-environment B ; from the weapon detonation to the arrival of fallout 
Time-environment C ; from the arrival of fallout until limited operations 
become possible; 

Time-eavirocattent P ; from the time that brief sorties from shelters first 
will be possible for emergency missions to the time that non emergency 
means for control and direction are established. 

The worksheets contained in Table 3-1> Indicate the information 
requirements for decisions about possible actions to be taken by a local 
EOC in meeting the three objectives In these four tlme-envlronmenta. 

C. Requirements for Basic Messages Between Shelters and the EOC 
1. Types 

In Table 3-1 the types of information to be contained in basic 
messages from shelters are identified. This Information may be trans¬ 
mitted by one or more of the following message types: 

(1) Unscheduled situation reports to be forwarded i^en certain 
events or conditions occur or are observed; 

■ (2) On-call situation reports to be provided when requested 

by the EOC; 
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(3) scheduled status summary reports and Radef reports to be 
transmitted at pre established times. 

Unscheduled and a-call situation reports may be further categorized 
by the following sub' tst 

Shelter open - re orting the fact that the shelter is open 
and ready for cupants. 

Shelter occupancy level - indicating when the shelter is full 
or when movement into shelter has ceased at least te^orarily. 

Initial habitability - providing an initial estimate of adequacy 
of space, supplies, and ventilation. 

Change in habitability - reporting significant changes that 
affect the probability of continuing occupancy of the shelter. 

Relocation - plans for, or accomplishment of, move from a 
particular shelter. 

Condition of occupants - indicating important change in physical 
or psychological condition of significant numbers of occupants. 

Area environment - reporting major obstacles to traffic movement, 
occurrence of major damage, appearance of fire or other threat 
in area. 

Out-of-shelter population - reporting outside population in 
need of direction, control, or rescue. 

Out-of-shelter resources - reporting damage or threats to im¬ 
portant resources outside the shelter. 

All of the above message categories contain information of 
immediate importance, and are considered to be "priority” messages 
in transmission. 

Two categories of situation reports that are already designated 
in civil defense plans as FLASH messages are: 

Fallout arrival - sent according to Federal Civil Defense Guide. 


Nudet report - reporting observation of nuclear detoitatlon. 







It can also be aatlcipated that sooe types of Inforttation will 

if 

not be needed Immediately and can be provided by on>caIl routine 

measagea of the following types; 

Space or population conditions - noncritlcal conditions that 
can be useful in subsequent relocation decisions. 

la-shelter supplies - amounts of designated items of supply on 
hand. 

Manpower types - availability of designated types of manpower. 

Area conditions - status of area roads, transportation and 
other resources not needed for Immediate operations. 

Summary status reports should also be submitted by each shelter. 
The time and frequency at which such reports are submitted should 
be specified by the SOC, depending upon the particular situation. 
These summary reports will generally not provide critical informa¬ 
tion that has not already been reported by some other type of 
message. 

Radef messages will also be submitted according to the pre¬ 
planned schedule. 

The information to be supplied by shelters to provide an infor¬ 
mation base are related to message t 3 rpe 8 in Table 3-II. 


In order to determine probable lengths of basic messages, 
sample messages were prepared and word-counts made. These sample 
messages are found in Appendix B. 

The samples of various types of unscheduled priority messages 
and on-call routine messages do not vary greatly in theix lengths, 
and average about 40 words. The sample initial atatu.i susanary 
report contains approximately 160 voxda, and subsequent situation 
reports contain about 80 words. 

Radef reports from shelters also are basic messages. It is 
assumed that the messages will be in the form prescribed In the 
Federal Civil Defense Guide. About 10 words will be required to 


Lowest transmission precedence is routine. 







Status of radio receivers (BBS, RACES) 

PSl. 

PS2, PS4, 

SS 

Special communication links (to other shelters, RACES, etc.) 

PSl, 

PS3, PS4, 

SS 

Nuclear detonation observation 

FS2 



New blast, fire damage in area 

PS7, 

RS4, SS 


Traffic and road conditions 

PS7, 

RS4 


Electric power status 

PS4, 

SS 


Water system status 

PS4, 

K7, SS 


Shelter management status 

PSl, 

PS2, PS4, 

SS 

Area control and order 

PS8 



Shelter opening 

PSl 



Shelter occupancy conditions 

PS2, 

RSI, SS 


Relocation of shelter occupants 

PS5 



Shelter protection 

PS3, 

FS4, SR 


Shelter habitability, including sanitation 

PS3. 

m, RSI, 

SS 

Shelter supplies 

PS3, 

PS4, RS2, 

SS 

Shelter population - physical condition, morale 

PS6, 

RSI, SS 


Out-of-shelter pop'n. - shelter status, movement, rescue needs 

PS8, 

SS 


Fallout arrival 

FSl 



Radiological condns. 

PS7, 

SS, SR 


Fire spread, flood 

PS7 



Transportation availability 

RS4 



Survival supply inventories in area 

PS9, 

RS4 


Special types of manpower 

RS3 



Names of separated persons 

RSI 




Key to Message Types 


Unscheduled and Oo-Cftll Priority 
S ituat ion Reports 
PSl - Shelter open 
PS2 Occupancy level 
PS3 Initial habitability 
PS4 - Change in habitability 
PS5 - Relocation 
PS6 - Condition of occupants 
PS7 - Area environment 
PS8 - Out-of-shelter population 
PS9 - Out-of-shelter resource status 


Flash Messages 

FSl - Fallout arrival 
FS2 - Nudet observation 

On-call Routine Situation Report 

RSI - Space or population 
RS2 - In-shelter supply 
RS3 - Manpower type 
KS4 - Area conditions 


Scheduled Messages 

SS - Status Summary 
SR - Radef Rate 










report radiological dose rate, and about 15 words to report total 
dose S3 well as rata. 

The sample messages provide for no redundancy In content and 
no Inefficiency on the part of the transmitter. To coiapensate for 
this, it is assumed that the actual laeasages will be 20% greater in 
length than the sample messages. An additional 10 words ere con¬ 
sidered necessary for acknowledgement by the receiver of the message. 

3. Humber of Messages 

Some messages, such as a shelter open message or report, will 
occur only once from any shelter. Suenmary status reports will be 
provided at regular Intervals. (Present plans specify once every 
24 hours, but it may be desirable to have such summary reports more 
frequently in the first day or two of shelter occupancy.) 

!nie number of most unscheduled or on-call priority messages will 
depend upon the frequency of occurrence of the particular situation 
which they report. In order to obtain some approximations to the 
number of messages of these types from shelters, upper and lower 
bounds on probabilities that the situation would occur at least once 
were estimated. Upper and lower bounds on nuiivbers of messages that 
might occur concerning such a situation were also estimated. 

The lower probability bound was then multiplied by the lower 
bound on number of messages, and the upper probability bound by the 
upper bound on number of messages of each type in order to provide 
an upper and lower limit or the numbers of each specified lype of 
unscheduled priority message from one shelter during each of the 
four tlme-envitsnments, It is assumed that on-call priority mes¬ 
sages would occur about one-third as often as the unscheduled 
priority situation reports. 

The probability of occurrence and the numbers of on-call routine 
situation reports were estimated, as were the upper and lofc^ bounds on 
the numbers of these messages. 

Table 3-III summarizes the estimates of numbers of unscheduled 
basic messages from a shelter for each of the four time-euvlronments 
considered. 
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4. Message Density 

To be meaningful in defining system requirements, message re- 
qulrementa must be r^resenced as message density during intervals 
of time. Maximum density cannot be determined solely on the basis 
of the four time-environments considered, for they are indefinite 
In length. The time from occupancy of the EOC to the occurrence of 
a weapon detonation of concern to the EOC may be extremely short, 
or It may be several days if there is such an occurence at all. The 
time from the occurrence of a weapon detonation to the arrival of 
fallout may vary from about an hour to six hours or more. The 
other type of environments - continuous shelter occupancy and sortie 
from shelter - may each last for an indefinite number of days. 

Consequently, message density must be estimated for more definite 
time intervals. The three time intervals during which a peak load 
of traffic from shelters are most likely to occur are: 

(1) In movement to shelter; 

(2) Immediately after direct effects have been experienced; 

(3) In the period after fallout has subsided to the point 
where brief sorties from shelter are possible. 

Of these, the movement to shelter period is considered to 
result in maximum basic message density. In every community, there 
is a high probability that there would be a somewhat simultaneous 
movement to shelter. la this period, an appreciable number of mes¬ 
sages must and can be transmitted from each shelter to the EOC to 
insure that the movement is accomplished as efficiently as possible. 

On the other hand, following direct weapon effects, only whan 
there is damage to some fraction of the shelters will the EOC need 
to be informed so that it can take action. Uhen all shelters have 
sustained important effects, the EOC would be likely to know this 
without individual oiessages. I*" is also unlikely that all shelters 
in an area will be reporting the beginning of out-of-shelter opera¬ 
tions at the same time. 

For the movement to shelter period, both the time and the num¬ 
ber of messages from er.oh shelter can be reasonably well established. 




Conanunity shelter plans are presently based on travel times of one- 
half hour in urban areas, and one hour seems to be a reasonable time 
limit in which the initial messages from shelters will be received. 

The initial messages can be expected to consist of the following; 

Shelter open report, 1; 

Shelter occupancy level, 1 to 3; 

Initial habitability, 1; 

Out-of-shelter population, 0 or 1; 

Area environment, 0 or 1; 

Out-of-shelter resources, 0 or 1. 

Thus three to eight basic messages might be expected during 
the movement to shelter period and this period might be expected 
to last about one hour. 

Reoulretnents for Basic Messages Between Emergency Services and the EOC 
1. Types of Messages 

Because of the mobility of their operating units, an important 
source of information at the local level will be the emergency services, 
including police, fire, utilities, and road repair. Units of such 
services will have radio equipment for communicating to their emerg¬ 
ency control centers. These control centers may be located at the 
EOC, but it is assiuoed that they are not, and that the civil defense 
information system will include communication to these centers, but 
not to individual units. 

The information to be provided to the EOC by these centers can 
be allocated to the following types of unscheduled or on-call priority 
messages: 

Initial status - describing the control, comnamication, and overall 
operating capability of the service. This ntessage will be sent 
as soon as possible after the emergency plan for the service has 
been put into effect. 

Change in status - reporting any significant change In the capa¬ 
bility of the service; for example, loss of communication to 
operational units. 

Area environment - reporting the occurrence of a condition that 
will influence operations or threaten population or important 
resources; for example, damage to roads or spread of fires. 




population status - reporting movement, disorder, or casualties 
Involving significant numbers of people either in or out of 
designated shelters. 

r.ritlcal resource status - reporting threats to, or change in 
condition of, an important resource; for example, trucks con¬ 
taining food abandoned In an area where there are fires. 

Other civil defense element - reporting changes In the statue of 
another part of the civil defense organisation; for example, 
location of recently abandoned road repair equipment or inability 
of a shelter or other element to communicate directly with the EOC, 

Periodic status summary messages and Radef reports from desig¬ 
nated monitoring points may also be provided Co the EOC from control 
centers of the emergency services. There will also be reports of 
mobile radiological monitoring from the emergency services, and 
these will be furnished on an on-call basis. In Table 3-IV, the 
information required from emergency services is related to the 
above types of basic messages. 

2. Message Length 

Sample basic messages of the above types are given in Appendix B. 
While there is a somewhat greater variation in the length of 
these messages chan in the messages from shelters, most messages 
would require about 50 words. As in the case of shelter messages, 
the me&'*ages from the emergency services as given do not provide 
for any inefficiency or redundancy in transmission. Consequently, 
the average length of a basic message is estimated to be about 70 
words. 

3. liumber of Messages 

The number of basic messages to be reported from an emergency 
sert'ice during a particular time-environment depends principally upon; 

(1) The mission and coverage of the emergency service force 

(for example, under most conditions there will be more police 
cars than road repair crews deployed); 

(2) The duration of the time environment. 

In estimating the number of messages from emergency services, 
a city of 100,000 population was assumed. In an actual city of 
this size, it was determined that the following approximate ntmibers 


3-22 



r- 


i 


Table 3-IV 

IDENTIFICATION OF INFORMATION REQUIREMENTS WITH EmRGENCY SERVICE MESSAGE TYPES 

(POLICE, FIRE, UTILITY, ROAD REPAIR) 


Status of t&tlLo race!vers in center, units 
New blast, fire dataage _ 


Nuclear detonation observation 
Traffic and road conditions 


Utility break or restoration of service 
Major sanitation problems ___________ 


Location and status of operational units __ 

Location and status of unattended vehicles and equipment 
of other services 


Need for direction and control - other services or shelters^ 
Status of direction and control - own service _____________ 

Road maintenance requirements ________________________ 

requirements ___________________________ 


Capabilities for assigned missions __ 

Capabilities for special mission (including decontamination) 

Status of population not in designated shelters _ 

Radiological conditions _ 

Arrival of fallout 


Mass fire • rate, direction of spread 
Flood - rate, direction __ 


Significant movement of population • numbers, direction 
Disorder, out of shelter population 


_PE1, PE2, ES 

_PE3 

_FE2 

_PE3, PE4 

_FE5 

_PE3 

_PE1, FE2, ES 

_PE5 

_PE6 

_PE1, 1PE2, ES 

_PE2 

_RE2 

_PE1, PE2, ES 

_PE2 

_PE4 

_PE3, ER, ES 
_FE1 
_PE3 
_PE3 
PE4 


Availability of supplies for shelter improvement 
Availability of supplies of survival items _ 


Equipment needed for restoring operating capability 
Availability of manpower types ___________________ 


_PE5 

_RE2 

_RE2 

_PE2, RE2 
REl 


Unscheduled or On-Call Priority 
Situation Reports _ 

PEl - Initial mission capability 

PE2 - Change in mission capability 

PE3 - Area environment 

PE4 - Population status 

FES - Resource or Installation status 

PE6 - Other elements 

Scheduled 


Key to Message Types 

Flash Messages 


FEl - Arrival of fallout 
FE2 - Nudet observation 

On-Call Routine Situation Reports 

REl - Population Status 
R£2 - Resource Status 


ES - Status summary 
ER - Radef report 
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of emergency unlta with two-way communtcatton could operate in an 
emergency: 

Fire - 15 to 20 unica (fire companies and special vehicles); 

Police - 30 to 50 units (primarily patrol cars); 

Telephone repair - 80 to 120 units (cars and trucks); 

Electric and gas repair - 40 to 50 units (cars and trucks); 

Road repair or public works - 3 to 10 units (cats and trucks); 

Ambulance service - 4 units. 

Possible lengths of ttme-envtroniaents A (prior to damage or 
fallout), B (post damage but pre-fallout), and D (sorties from 
shelter) are used as the basis for estimating the numbers of basic 
messages orginatlng at the control center of the emergency services. 

These estimates are given in Table 3-V. Estimates are not made for 
the C (in-shelter) time-environment, since operations by mobile emergency 

service units will be unlikely during this period. 

It will be noted that the estimated numbers of messages are 
not proportional to the length of the times assumed. This is be¬ 
cause some reports will be sent regardless of the length of the 
period, and some situations (such as a change in status) will tend 
to occur less frequently vAile the same general condition or time- 
environiaent continues to exist. 

4. Density 

Table 3-V indicates the estimated numbers of situation reports when 
the time-environments A and B are as short as one hour. If messages 
originate within this one hour period in a particularly non uniform 
manner, the load at any one time period can be smoothed by the con¬ 
trol center for the emergency service. Messages In time-environment 
D will be dispersed over a much longer period. 

Consequently, a one-hour long time-environment B is found to be 
the period of greatest density of messages from each of the emergency 
services. 

In determining communication requirements, in addition to these 
messages, it will be necessary to provide for special messages, 
such as directives or instruction to the emergency center from the 
EOC. Tliese types of messages are treated later in this chapter. 
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Table 3-V 

ESTIMATED NUMBER OF BASIC SITUATION REPORTS FROM EMERGENCY SERVICES 



sr.-. 

I' 

I 

% 



% 


' 2 ^ 

% 



Police 

Fire 

Water 

Gas / 
Electric 

Telephone 

Road 

Repair 

Ambulance 

Time-Environment A 








(1-6 hrs.) 

Mission Capability 

2-5 

2-4 

1-2 

1-2 

1-2 

1-3 

i~3 

Environment 

5-15 

2-5 

0-1 

1-4 

1-4 

2-5 

1-3 

Population 

5-20 

2-4 

0-1 

4-10 

4-10 

2-4 

3-8 

Resources 

2-8 

1-2 

1-2 

2-8 

2~S 

1-5 

1-3 

Other Services and 

Installations 

2-10 

1-3 

0-1 

2-5 

2-5 

1-3 

1-3 

Total 

16-58 

S-19 

2-7 

10-29 

10-29 

7-20 

7-20 

Time-Environment B 
(1-6 hrs.) 

Mission Capability 

5-15 

3-12 

2-5 

3-8 

3- 8 

2-6 

3-12 

Environment 

5-25 

5-20 

1-3 

5-15 

5-15 

2-5 

2-5 

Population 

3-15 

2-5 

1-3 

3-10 

3-10 

2-5 

3-10 

Resources 

3-10 

2-5 

1-3 

3-10 

3-10 

3-10 

2-5 

Other Em. Services 

2-5 

2-5 

1-3 

2-5 

2-5 

1-3 

1-3 

Total 

18-70 

14-47 

6-1? 

16-48 

16-48 

10-29 

11-35 

Time Environment D 
(1-5 days) 

Mission Capability 

10-30 

3-12 

2-5 

2-10 

2-10 

3-10 

5-20 

Environment 

10-30 

8-30 

2-5 

10-30 

10-30 

5-20 

5-20 

Population 

10-30 

5-20 

2-5 

10-30 

10-30 

5-20 

5-20 

Resources 

15-40 

5-20 

2-5 

10-40 

10-40 

5-20 

2-10 

Other Em, Services 

5-15 

2-5 

1-3 

5-15 

5-15 

2-5 

2-5 

Radef 

10-30 

5-15 

2-10 

5-20 

5-20 

5-15 

2-10 

Total 

60-175 

28-102 

11-33 

47-145 

47-145 

25-90 

21-85 
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^■ Requirements for Basic. Messages Berween OtSief FacI llTles fiTn-* the EOC 

1 . Types oi MessaRe s 

Hospitals and other oututiiuU institiitions, and desi^nate i vare- 
houses, transportation centers, and industrial facilities will be 
responsible for contributing io the basic information at the EOC. 

The types of mess.ages for providing this Information will be the 
same as those of the emergency services. 

Table 3-VI shows the allocation of the basic information re¬ 
quirements to message types. 

2. Length of Messages 

Sample messages from installations of the above types are 
given in Appendix B. The average lengths of unscheduled messages, 
as determined from the samples, will not differ significantly from 
those from emergency services. Summary status reports and Radef 
reports will be similar In length to those from shelters; that is, 
about 160 words for the initial flutntnary status report, 100 words for 
subsequent reports, and 10-15 words for a Radef report. 

3, Numbers of Messages 

The number of unscheduled priority messages to be dispatched 
from any installation during a given time-environment will depend 
upon its location, its mission, the nature of the attack, and the 
length of the time-environment. 

Estimated numbers of basic unscheduled messages from installations 
for time-environments A, B, C, and .D are shown in Table 3-VII. 

In addition, installations will submit scheduled summary status 
reports and Radef reports when they are designated as monitoring 
stations 
A. Density 

Maximum density of messages is, as in the case of messages from 
emergency services, determined from the estimates of messages during 
one-hour time-environments. From Table 3-VII, it is seen that the 
peak load of basic messages will occur in time-environment B. 

F. Basic Messages From Sources Outside the Local Civil Defense Organization 
Sources outside the. local civil defense organization can provide 
messages containing basic information for decisions. 
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Table 3-Vi 


IDENTIFICATION Ot-> ''NFORMATIOH REQisiREMENTS WiXii MFSK/UIF. TVPEE FROM 
(HOSPITALS AND OTHER OCCUPIED INSTITUTIONS, WAREHOUSES 
TRANSPORTATIIK CENTERS, DESIGNATED INDUSTRIAL FACILITIES) 

IKSTALLAIiOI 

.:s 


Status of radio receivers 

_ IS, PIl, 

PI 2 


Status of control and key officials 

__ IS, Pll, 

PI 2, 

RIl 

Condition of occupants 

_ PIl, P12 



New blast, fire damage 

_ PI 3 



Nuclear detonation 

_FI2 



Traffic, road conditions 

_ P13, RI2 



Electrical power 

_ IS, PI2 



Fallout Arrival 

_ FIl 



Radiological conditions 

_ IR, PI3 



Capability for emergenev mission 

_ IS, PIl, 

PI 2 


Equipment and transport vehicles 

IS, Pll, 

FI 2, 

PIS 


RI2 



Survival supplies at installations 

_ IS, PIl, 

PI2, 

RI2 

Fire spread, flood, disorder in area 

PI3 



Sanitation conditions 

_ PI2. PI3 



Special manpower categories 

_ PIl, PI2 

, RIl 


Survival supplies in area 

_ PIS, RI2 



Population in area 

_ PI4, RIl 



Condition of other emergency services and installations 

PI6 




Unscheduled or On Call Priority 
Situation Report s_ 

PIl - Initial status 

PI2 - Change in status 

PI3 - Area environment 

PI4 - Outside population status 

PI5 - Critical resource status 

PI6 - Other element 

S cheduled Reports 

IS - Sununary Status 
IR - Radei Rate 


Flash Messages 

FI’ - Arrival of fal-out 
FI2 - TJudet observation 

On-call Routine Situation Reports 

RIl - Population status 
RI2 - Resource status 
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Tabh' 3-Vil 

ESTIMATED NUMBERS OF BASIC ME-^SAGES - HOSPITALS AND OTHER INSTITT-i IONS 

■'"ime Environment 




(1-6 hrs .) 

B 

(1-6 hrs.) 

C 

(1-10 dava) 

D 

(1-5 , 

Hospltala 






Operational Status 


2-8 

2-8 

2-20 

4-15 

Atca Environnieiit 


I- 3 

2-5 

5-30 

Jl" A SJ 

Population 


2-10 

3-8 

3-15 

5-20 

Resources 


2-8 

3-8 

3-15 

5-20 

Other Civil Defense 

Elements 

1-3 

1-3 

3-20 

2-5 

Total 


8-32 

11-32 

O 

o 

1 

to 

19-7n 

Other Institutions 






Operatloiiil Status 


2-5 

1-4 

2-15 

2-8 

Area Environment 


1-3 

2-5 

5-30 

3-10 

Population 


2-5 

2-5 

3-15 

5-20 

Resources 


2-10 

3-10 

3-15 

10-30 

Other Civil Defense 

Elements 

1-3 

1-3 

2-10 

2-5 

Total 


8-26 

11-27 

15-85 

22-73 
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■'.illtary unltL in tin- arfa nf a local civil •ieioiiiie orf-.an Ixation 
will need to communicate to tlio FlXl and report their availability for 
niiasions as designated in prearranged military support plans. ‘Military 
units may also provide warning ot fallout approacli and information 
about major roads and movement of people. 

EOC's in adjacent areas will provide radiological warning, moveinent 
of pupulscicn, and intonnacion about cheir operational capabilities. 

It will be necessary for the Emergency Broadcast System (EBS) station 
that is to provide service, for a particular local orgar!i 2 ation to prov'ide 
to the EOC of that organtiacion reports of its availability and capability 
for broadcasting. 

Finally, higher headqviarters {such as the state civil defense head¬ 
quarters or a state area headquarters) will be expected to provide warning 
of fallout approach and advice and information to assist the local EOC 
in its decision making. 

Another possible source of basic Information that may be available in 
some communities is the wire service of an organization such as the Asso¬ 
ciated press. This link, if established, is a one-way link and is not 
considered part of the civil defense emergency information system. 

The numbers and density of messages from the above sources will depend upon 
the specific organization and its operating capabilities. In any case, 
the numler of basic messages will be small compared with the 
number that should be provided by elements of the local civil defense 
organization. 

Other M e ssages 

In addition to providing for basic messages supporting types of decisions 
that can be anticipated, the information system must also provide for 
the transmission of special messages from the EOC providing directives 
and special Instructions. The availability of the EBS will be important 
in reducing the number of such messages. 

However, the EBS may not always be available, and directives and 
special instructions will usually require transmission with a minimum 
of delay. Therefore, provision must be made for these messages in com¬ 
putations of peak traffic load. 

Estimates of the number of urgent messages containing directives 



t 

? 







s 
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r’T iTrntrtirriuns : hr srrt hv the StHJ ter varti!uis trr 5 raT;TC etrtterts 

arc sliowti in Table 3-VIIl. The numbers are shown for the one and six-hour 
durations of time-environments A ami rt. whlcii wt'r«! also used in estiinaLing 
numbers of basic mebsages. Messages in Cime-enuironments C and D, because 
of the length of these periods, will not significantly influence pe*k load. 


Table 3-VIIl 

ESTIMATED NUMBERS OF URGENT MESSAGES CONTAINING DIRECTIVES OR SPECIAL INSTRUCTIONS 

Time Environments 


Organic Element 

(1-6 hours) 

(1-6 hours) 

Police 

5-25 

5-25 

Fire 

3-10 

5-10 

Water Service 

1-3 

2-3 

Gas/Electric 

2-3 

5-10 

Telephone 

2-3 

5- 10 

Road Repair 

3-iO 

5-10 

Ambulance 

3-10 

3-20 

Hcspit.tl'' 

•>.' 

2-5 

Other Installations 

2-4 

2-5 


Other types o£ special messages to fae considered in determining 
communication requirements are: 

(1) Requests and inquiries to the EOC from elements of the local 
organization and other organizations for information, advice, 
and assistance; 

(2) Messages between civil defense elements and the EOC regarding 
conditions or capabilities applying to specific non urgent 
situations. 

The volume of these messages will be largely Influenced by the 
quality of the Information base that has been providi-.d by the specified 
unscheduled and scheduled messages. ‘Specifically, adequate basic 
information will enable the EOC staff to anticipate conditions and an¬ 
nounce policies or provide information that will reduce the numbers of 
both inquiries to the EOC and other messages that are unimportant in in¬ 
fluencing the emergency situation. For example. If the overall fire 
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ci IL i.i t i:'ii I;, nt ihf- {:tK-:, Thm B U-v sji I iitiijUiLirii; 

c^ip4. !> i ' i t V c.tn ho determined and announced. Requt-sts fi>r as.s i atance not 
ia aiCordai'cc v.'icii the pinn c.m tluja he. forestalled. Even If such a re- 
quesi: is sent to the EOC, the staff members know that they need not collect 
additional i n forinstior, to deal with the sftuation. 

No additional communications need be provided specifically for the 
misceilanecius requests and exchanges of inforrtatloi’ concerning non urgent 
situations if, after providing for ba.sic messages and urgent special messages 
dt peak periods, there will be significant enmnunication capacity avail¬ 
able at. other times . 

Such a significant capacity would he available in the case of 
EOC-shelter communications. The great variation that could exist in 
basic message traffic Is apparent from the estimates earlier in the 
chapter. There wull be brief periods of time, such as during movement 
tc shelter and immediately after direct effects have been experienced, 
when most shelters may have changes of condition and capabilities to 
report; there will be much longer periods of time when conditions and 
capabilities of most shelters will not be changing and haste message 
traffic will be law. Unless shelters are completely incapable of 
dealing with their problems, the amount cf lent precedence traffic nhould 
not be so great as to use all of this capacity. 

For other elements of a local civil defense organization, the pro¬ 
portion of capacity unused for basic messages or urgent directives may 
not be so high as for shelters. However, since these organizations will 
have more specialized concerns and are likely to have experienced per¬ 
sons In command, the occurrence of other types of messages can be ex¬ 
pected to be low. 

K, Information Processing at thr EOC 
I. Beds Ion Making 

It i.s not. assumed Chat all decision making will be concentrated 
In one person or in the Executive Section of the ECXl. Rather, It 
is assumed that the members of all sections will observe the infor¬ 
mation available, and evaluate the needs for action of some type, 
the feasibility of alternative actions, and the value of feasible 
alternatives. Upon making these decisions, the staff section (or 
its headl may proceed to .aplcment the decision by: 
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(1) Intotr.iing >>r advisinv’ cier’^tnt.s I'litside o! liie KiX-; 

(2) Modify in ki a plan. 

(3) Directing or coordinating an action. 

Other possible decisions are, of course, to take no action or 
>■" 'inlay action vhile attempting to get additional information. 

In many cases, more than a single .section must oe involved 
if, the decisions before an action can be implemented. In these 
<ases, the decisions of the staff section will be inputs to 
centralized decision making by the head of government and the 
Executive Section. 

The decisions will tlien be made on the basis of the overall 
situation. One result of tiie decision may be to delegate the Im¬ 
plementation of the decision to one or more staff sections- 
2. Genera l Concept of Information Processing 

In keeping with the above concept of decision niaking, each 
section of the staff must review the information describing its 
own situation and the overall situation. 

In developing this information, each section (Executive, 
Population-Shelter, Intelligence, Emergency Service.^, and Logistics) 
will maintain files, maps, forma, and displays. Prior to an 
emergency, these will contain required prestored information. 

There is so.^e advantage, in addition to lower equipment cost, 

In having telephone rather than teletype links with shelters. At 
Che EOC, telephone equipment may be more easily used in the Popula¬ 
tion-Shelter sectio there verbal messages can be transferred 
directly to records or displays. In addi'-ion, unessential verbal 
transmi.ssions may be screened out and urgent transmissions may be 
directed immediately to the proper staff individual without the 
printing out and transfer of hard-copy. 

This flexibility is also important when the common-user cir¬ 
cuits connect a number of organization elcT.ents to the EOC. It 
is not important when there is a single-Udcr circuit, such as a 
terminal of the police communication net. 
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A.s 1) c B't; iir<- ii -iri i-S-vm'.ks'v > ' 

sul!- ,( n.ituri- ti.it ti'CV r.inurt a.-ret'"''!* '"Jt i i.t (> 1 v , they 
wii-.l be irailedi.ate iV switched te the appropriate stalf section. In¬ 
formation contained in these messages will be entered inmcdiately 
Oil the appropriate records of the staff section. 

Radio a^iii teletype messages In hard copy received over coinaion- 
usar circuits will be directed from the massage center to t'ne appropriate 
staff section or sections. 

Each section will thus build up its specialized information 
base. Information pertinent to the overall situation will be trans¬ 
mitted to Intelligence Section either verbally, by brier written 
message, or by means of an overlay on which ir.tontiation is 
plotted, xhe Intelligence Section will Integrate Radef and damage 
reports and warning from other headquarters in a map readily avail¬ 
able to all staff sections. 

Tlie Executive Section will continually observe and evaluate 
the operation of the information system. 

Ar. Internal message format will be useful in efficiently pre¬ 
senting inforwation about specific situations requiring decisions. 

Such a format for exchange of information within the ECXl is con¬ 
tained in Figure l-l. 

Figure 3-2 is a scheroatlc reprasentstion of the flow of incas¬ 
ing tuessage.s and the decision process in a local EOO. In the chart, 
messages are shown entering the EOC through the Message Center. How¬ 
ever, telephone calls are not written out at the Message Center, but 
are transferred ioanedlately to the appropriate staff section. Each- 
staff secti'Tn (including the Message Center) maintains files and 
displays on its own situation. The situacion intelligence kept by 
the varlcus sections is contirually coordinated with that of other 
sections. 

“ All sectiws, in view of the current situation will make decisions 
as to the need (V), feasibility (F), and value (V) of possible actions 
(including that of obtaining more InfortEation)• 
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Ti’ Ri K1) l«.d III Will'll N’-' I: 


t.-; I ah 1 i will'd by 
Appriipriatr Si'ct n'li -- 
within ECXI 


— Asf 


I'd or 


,.'ht?ii it is 




DcL.iininid that tliig Mi.'ssaso 
Applies to Settle Previous Situation 


j I i t y : 


2 3 4 


Situation tie 


EOC INTERNAL MESSAGE 


TO: 

SUBJECT: 


Date 


Time 


Local Ti«se 


FROM; 


MESSAGE; 


RECOMMENDED ACTION: 


Recotmnended by_ 


I 

I 

I 


To be Filled in 
When Required 
by Appropriate 
Section 


MESSAGE 

INSTRUCTION 


Section Routing Order 

Action Req. 

For Your 

Exec, □ 

□ 

□ 

P&S Q 

□ 

□ 

Intell. □ 

□ 

U 

Emer, Serv. [j 

□ 

□ 

Legist. Q 

□ 

□ 

- □ 

□ 

□ 




Insures Proper Routing and Action 


Fig. 3-1 Ba.ic Message Form for Internal Messages in the Local EOC. 
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Inforiaacion Flow and Decision Process in a Local EOC 











If the decision is that some action should be taken, the action 
may be iinplemcnted by the Emergency Services, Logistics, or Population- 
Shelter Sections if it ;s in keeping with the overall priorities and 

-r-.Tl 


4k U - i. S 


b* w- b ^ W 

coordination. The decision may be to inform or advise, to modify 
a plan, or to coordinate or direct an action. If centralized coordina¬ 
tion is necessary, the decision will be made by the Executive Section. 
Tile Executive Section may also delegate the necessary action to one 
or more of the staff sections. Ain<,og the necessary actions may be 
the attempt by the Uessage Center to collect more infonaaticn. 

It should be noted that a possible decision In every case is 
that no action be taker.. 

3. Responsibilities of Staff Sections for Information Processing 

a, General 

Each of the five major staff sections (Population-Shelter, 
Intelligence, Emergency Services, Logistics, and Executive) 
will have certain prest.ored basic information and will use in¬ 
formation contained in messages to update continually the basic 
information upon which they will base their decisions. 

In order that the most efficient use is made of available 
staff personnel, there should be flexibility in duty assignment. 
For example, a person assigned as a Radef analyst may help 
to record information on shelter status during movement to shel¬ 
ter and prior to the arrival of fallout. 

b. Population-Shelter Section 

Information to be prestored at the Population-Shelter 
Section will include: 


The Community Shelter Plan 

A tabular listing of data on each shelter, including lo¬ 
cation, spaces (by PF if available), level of stocking, 
telephone numbers and other means of communication, and 
monitoring equipment (Figure 3-3 provides a format for 
t>(e recording of such information); 

Names and methods of reaching those assigned as 
shelter managers and staff members; 

Lists of non-NFSS shelters, providing estimated number of spaces 
and PF if available; 
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Figure 3-3 

Example of a Tabular Display 
(Shelter Situation Display) 



















Maps showing the fire ruLiiig or soroe oLiior indication oj 
lire vulncrabi1itv ni various sections oi the communitv; 

Documents containing nietliods lor hasty shelter improvement; 

location and amounts of reserve or unallocated shelter stocks. 

As messages are received from shelters, the tables listing 
Ch.elr capabi 1 itie.s are updated. Information about threats to 
the population and iriovenient of groups of people is plotted on 
maps that show the fire vulnerability. 

H'lC Population-Shelter Section will continually review 
information to detern\iiie actions that might be necessary to pro¬ 
tect or to relocate the population. It will also estimate supply 
requirements and availability, and methods for meeting supply 
needs will be coordinated with the Logistics Section. 

This section, when not otherwise engaged, may seek to deter¬ 
mine the location of persons who are separated from their families 
by requesting reports from shelters, 
c. Intelligence Section 

The Intelligence Section will have prestored for emergency 
use the following; 

Weapons effects tables and other documents that describe 
radiological effects; 

Methods for estimating fallout intensity and dose over time; 

Maps of the area shov;ing major roads, facilities, and radio¬ 
logical monitoring stations; 

Maps of the area adjacent to that under the control of the EOC 
Tabular forms for recording messages from Radef monitors. 

The Intelligence Section will plot radiological monitoring 
readings and maintain maps as prescribed in the Federal Civil 

Defense Guide. Breaks or traffic interruptions on major trans¬ 
portation links will be plotted on large maps, as well as other 
damage and current threats (such as fire). 

An important function of this section is to make detailed 
analyses of radiological effects that might be expected from 
movement in fallout during relocation of the population or in 
Che performance of some emergency service. 
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The maps of areas surrounding that of the EOC will be used 
to show conditions that may influence future conditions in the 
area of the EOC. 

d. Emergency Services Section 

Included in the prestored information maintained at the 
Emergency Services Section will be: 

Operational plan for each emergency service ; 

Operational plan for military support; 

Operational plans for mutual support with adjacent civil 
defense organizations; 

Special maps for each emergency service, showing control, 
supply, and service Installations and other information, 
such as the distribucloi. lines for electric power; 

Tables indicating the operational elements for each emergency 

service and their normal locations, communication mode, 

and assigned emergency equipment (such as for Radef monitoring); 

Manuals and other documents describing monitoring pro¬ 
cedures and d ' i iminatlon procedures. 

The capabillt ie.^ each of the various services will be 
updated as messages are received. The section will determine 
the needs for control, repaii; and restoration of capabilities. 

Plans for feasible actions, indicated by needs and capabilities, 
will be prepared cooperatively by representatives of individual 
emergency services. 

e. Logistics Section 

The Logistics Section will have prestored a copy of the 

Logistics Annex of the emergency operations plan and Information 

as to the location and amounts of the following resources; 

Shelter stocks not previously distributed ; 

Radio, radiological monitoring, and decontamination 
equipment not assigned to shelters or emergency services; 

Mobile power generatort. 

Major food stockpiles; 

Packaged Disaster Hospitals; 

Medical stocks other than those in the Packaged Disaster 
Hospitals; 

Major stocks of fuel; 

Earth-moving equipment and construction materials ; 

Major transportation pools and dispatch centers. 
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IXiring emergency operations, the Logistics Section 'Jill 
update the files of resources. Based on information frcsn other 
sections, the section will determine how these resources can 
most effectively be allocated and the time that the requirements 
for particular resources are likely to exceed those available 
in the area controlled by the EOC. The section will prepare 
plans for use and replacement of resource inventories, and the 
use of transportation, 
f. Executive Section 

Prestored information within the Executive Section will 
iticiude: 

The local emergency operations plan; 

The operations plan of the headquarters to which the 

EOC reports; 

The operations plan for military support; 

Mutual support plans with adjacent headquarters; 

Names and peacetime locations of EOC staff members if not 

contained in the emergency operations plan; 

Tlie local telephone directory. 

The Executive Section will continually review the local 
plan and policies and modify these in keeping with the existing 
situation, which will largely be determined from the Intelligence 
Section displays. It will, with the assistance of the message 
center staff, maintain a display indicating status of corrununi- 
catlon channels. 

The Executive Section wil? evaluate actions that have 
been planned by other staff sections and assign priorities 
and responsibilities for their completion. This section will 
also evaluate the operation of the information system, and 
through direct messages or broadcasts, make modification in 
the flow of messages. 

It will evaluate Information and requests from higher 
and adjacent headquarters, and with staff advice, w’ll co¬ 
ordinate actions with other headquarters. 

The Executive Section will prepare the unscheduled and 
scheduled messages that are required by higher headquarters. 


3-40 







The number of personnel required for collecting, processing, 
and using information in an EOC will be influenced principally 
by the size of Che area that the EOC serves and by the organiza¬ 
tion of operating elements for civil defense. Some general 
estimates of the staffing requirements can be made for the or¬ 
ganization that was assumed earlier. 

The Executive Section will include the head of government, 

Che civil defense director, and two or more assistants. 

The Emergency Services Section will include a coordinator 
or operations chief, one or more assistants, and representat.ives 
of police, fire, road maintenance, electric power, and telephone 
service. 

The Logistics Section will have a logistics officer and 
possibly one or more assistants, and coordinators for transpor¬ 
tation, medical services, and for food and other supplies. 

The Intelligence Section will have a chief, at least three 
Radef personnel, and one or more persons responsible for display 
of the general situation. 

The Shelter-Population Section will have a chief and one 
coordinator for each 8 to 12 shelters. During periods of peak 
message traffic between shelters and the EOC, personnel with 
other primary asslgnit^nts may be needed for handling of in-cosAing 
calls. 

The Message Center Section will be manned by a chief, an 
assistant, and one or more telephone switchboard operators. 

There will also be a need for radio operators, and the num¬ 
ber of these will depend largely upon which emergency services 
will have radio equipment at the center. Representatives of 
state and federal agencies (such as the Department of %riculture), 
and officials of local organizations nay also be at the EOC as 
advisors. These, however, are not considered to be necessary 
to the operation of the information system. 

Estimated staff requiren^nts for a city with about 100 shel¬ 


ters are as follows: 






10 

3 


KxecuLive Sfcti.'n 
Euiergt'ucy Servicfs 
LopisLics 
r nti’ 11 ipenco 
Population and Slic-ltor 
Message Center 

+ radio operators 

Operating staff requirements are for one shift only. 

However, between pe.ak ac ti vil ii;s , ful 1 operational manning will 
not be necessary, and consequently the total operating staff 
will not need to be three times, or possibly even two times, 
the numbers indicated above. Flexibility in staff assignments 
will reduce staff numbers. However, only realistic staff exer¬ 
cises can provide reliable indicators of staff needs. 

The arrangement of the EOC influences the efficiency with 
which the information can be exenanged and decisions made. The 
arrangement shown in Figure 3-4 has these advantagej ■ 

(1) The groups which rely principally upon ra Uo communi¬ 
cations are closest to the message center through 
which radio communications will be processed; 

(2) The Emergency Services and Logistics Groups, which 
may have overlapping functions such as the repair 
and decontamination of a facility, are adjacent; 

(3) The Executive Section occupies a central location; 

(4) The overall situation display is visible from all groups 

I. Other Factors In Peterminlng Comiaunication Requirements 

The previous discussion of message requirements provided a basis 
for determining the communication needed between single elements of the 
civil defense organization and the EOC. However, other factors need to 
be considered in order to have an effective system. 

First there must be consideration of the statistical aspects of the 
messages and their sources. This can best be illustrated by a computation 
of the number of telephone circuits required for use by shelters. 

The peak load of traffic from shelters was earlier reasoned to be 
during the movement to shelter period,and it was estimated that between 
three and eight basic messages per shelter would be required during 
that time. 
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Seven messafecs would see:’’ to h<- a reasonable average number on 
'/’■ich to base coimunicatioii needs. (i'itis couiJ be made up oi five basic 
messages and two special messages.1 K‘>rty-five seconds is allocated to 
each message, providing 30 seconds for a &()-word messagtr ai;d 15 seconds 
for ring and transfer ot call at the EOC. A Poisson distribution of 
initiation of calls i.-? assumed. Figure 3-5 shows the number of circuits 
required for a coffininatior. of numbers of shelters, time of the movement" 
to-shelter period, and the probability that a call result-s In a busy 
signal. 

For 100 shelters, a one-hour moverocnt-to-shelter period and a .1 
proba'^ility of busy signal, there is a requirement for 13 telephone 
circuits. 

Ihis IS based on the assumption that each shelter will communicate 
directly with the EOC. However, from the various elements of a civil 
defense system, messages could be routed In many different ways. In 
order to determine the most effective way, alternative organizations 
and procedures for collecting and combining data would have to be 
compared. 

IXiring the study, consideration was given to the use of the shelter 
complex headquarters as a node in the iiifonnation system. It was found 
that the amount of redundancy of information in shelter xoessages, as well 
as the number of shelters, determines the effectiveness of using the shel¬ 
ter CMDplex headquarters in the reporting system. The discussion of these 
fs ;rcrs is given in Appendix A. 

Ill che design of coonnunlcations for emergency operations, it is 
necessary to consider the vulnerability and the reliability of the routes 
and switching centers or exchanges that are to be used in camaiunication. 
These can only be determined from evaluation of coronunication nets in 
specific cotiBBunities- 

Finally, cocmiunlcation requirements must not be established inde¬ 
pendently of the program for the training of operating and communication 
personnel in the procedures and priorities of message transmission. 


As noted previously, it is not necessary to transcribe telephone 
messages. Data ccxitalned in prescribed messages may usually be 
entered directly on forms in the EOC. 
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N = number of shelters reporting to EOC 
t = duration of movement-to-shelter period 

V = number of telephones required In EOC, corresponding to specified probability, 
p, of busy signal when shelter calls EOC 
Assumptions; seven 3/4-aiinute calls per shelter during the movement-to-shelter 
period (otherwise, replace N/t byi nN/lOt, where n = number of calls per 
shelter, and individual calls are assumed to be £ minutes in length); Poisson 
initiation of calls. 


Fig. 3-5 . 

NUMBER <v) OF TELEPHONES NEEDED IN THE EOC AS A FUNCTION OF NUMBER (N) OF SHELTERS, 
DURATION (t) OF MOVEMENT-TO-SHELTER PERIOD, AND PROBABILITY; (p) OF BUSY SIGNAL 
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III. application to specific local civil defense organization 

In summary, what has been provided in this chapter is as follows; 

(11 Basic information for decision making in local civil defense 
emergency operations was identified; 

(2) Types of basic messages to he transmitted between specified 
elewanta of a civil defense organization were Identified and 
approximations were made of these nieBsage lengths; 

(3) Ranges of numbers and maximum density of messages between 
elements and the EOC were estiuiated, 

(4) Types of information to be prestored at the EOC were identified; 

(5) Organisation and methods for decision making at the EOC ware 

and procodurCa for routing and processing information 
were derived; 

(6) Estimates of numbers of staff personnel were made and a layout 
of the operations room suggested. 

While what has been done will be helpful in defining an information 
system in a local cocamunlty, it will not be sufficient, 

Completely efficient routing and volunE of messages can only be 
determined from; 

(1) Complete definition of the information that is required; this 
complete definition depends upon the particular conditions 
with which the civil defense organization is to deal; 

(2) Definition of the particular operating organization that will 
be employed, and specific control and information distribution 
capabilities within the elements of that operating organization; 

(3) The geographical distribution of the elements of the organization, 
and its effects on message redundancy and system vulnerability 
and reliability. 

Efficient methods of information processing can only be determined 
when considered together with the decision-making staff and decision-mak¬ 
ing procedures. 

In this chapter, assumptions were made about the type and number of 
operational elements reporting to the ECXl, and it was assumed that the 
staff would be divided into functional sections, each having some 
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information processing and decision-making responsibilities, How“’'‘t, 
geograplilc aspects were not considered, and no attempt was made to list 
specific conditions that might occur as a result of an attack. 

Consequently it is desirable to analyze trie applications of the 
principles given here in one or more specific, communities in which operating 
and control capabilities, including communication modes, are defined exactiy 
and the time sequence or iiKeiy emergency conditions are more cieariy es¬ 
tablished than ir> this report. 

In addition, it is desirable to investigate further the process of 
staff decision making. It is believed that the cooperative procedures 
briefly described here ate real! iclc and will be effective, but more study 
of ways in which decisions may be reached in an emergency environment 
is important. 

In the chapter, the importance to information system requirements of 
the availability of the Emergency Broadcast System was noted. However, 
there cannot be separate stations to serve every local civil defense 
organization. In addition, they will serve as part of the net to provide 
for state, region, or nationwide broadcasts. Consequently, directors of 
individual stations will be forced to make decisions about the precedence 
of messages that he is asked to broadcast for local EOC's, Another problem 
is that EBS-transmitted instructions may be heard and followed by those 
for whom they were not intended. Consequently, while the use of the EBS 
may be important and even essential for civil defense activities, clear 
working agreements need to be made and followed in order that it be used 
effectively. 

Because of the uncertainty as to conditions that will exist and 
means for dealing with them, local plans for civil defense emergency 
operations should emphasize the need for flexibility in the information 
system. Over time, some categories of information will become more im¬ 
portant and others less important. As a consequence, coomiunications in¬ 
tended for one purpose may be diverted to another purpose. Information 
processing assignments and methods should also be subject to modification 
to meet the needs of the particular situation at the EOC. 

In conclusion, while this chapter advances certain concepts (such 
as requirements for message types to provide basic Information) that will 
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be important In an efficient informaticn system, more research and 
analysis remain to be dene in order to define an information system for 
local civil defense opcraticvis. Even than, the system will need to be used 
in a flexible manner in order to meet the needs for information in a changing 
situation. 
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Chapter 4 

The Civil Defense Emergency Information System at the State Level 

I. INTRODUCTION 

Scope of the Chapter 

This chapter identifies: 

(1) The information that must be provided to a state civil defense 
headquarters to enable It to perform its mission of supporting 
local civil defense operations; 

(2) The form and length of messages to be used in reporting the 
required information from subunits (a county or a city); 

(3) Estimates of the volume of traffic to be anticipated between 
a local EOC and the state headquarters; 

(4) Types of information to be submitted by state agency field 
establishments (SAFE's) such as a state police headquarters 
and by military units. 

A staff organization is assumed and the responsibilities of various 
sections of this organization for developing Information are stated. 

No attempt is made to state the cotaausnicatictn or data processing 
equipment needed in a state of a given size. As In the case of local 
civil defense organizations> the information system must be designed to 
make use of the communications and control capabilities of its organic 
elements and to provide intermediate reporting or control points where 
they will improve the operation of the total system. 

B. The State Civil Defense Organization 

Each state will be responsible for the conduct of civil defense 
emergency operations within its boundaries. Some states will be divided 
into civil defense areas, each with a headquarters for emergency operations. 
Control of the civil defense organization will be under the governor or 
his. designated representative. 

The major elements of the state civil defense organization will be; 

State agencies such as the state police, having emergency 
responsibilities. Operational control points of these agencies 
will be designated as state agency field establishments (SAFE's); 

Local civil defense organizations, as identified in the pre¬ 
vious chapter; 








Military units under the command of the state adjutant general; 

Headquarters of state civil defense areas, if they are part 
of the state organizational plan. 

State civil defense organizations can coordinate activities with 
other states in accordance with mutual assistance pacts and through the 
federal regions, the organization of which is given in the next chapter. 

The preattack warning system and the Emergency Broadcast System will 
be important adjuncts to the civil defense operating capabilities of the 
state. 

C. Operational Concept 

The state civil defense organization will have the same major ob¬ 
jectives as those of local civil defense; that is, to reduce the effects 
of both immediate and indirect threats to life and to maintain the necessary 
control, communication, and transportation links. 

Obviously, local EOC's will be more able than state headquarters 
to direct emergency operations such as movement to shelter, firefighting, 
and rescue. However, the state organization can contribute significantly 
to the objectives of civil defense by : 

(1) Coordinating activities of political subunits, state agencies, 
and federal representatives in meeting immediate threats to 
life. Examples: assisting in movement of groups from a community 
with Inadequate shelter to a comniunity with surplus shelter; 
assigning state units with mobile radiological monitoring capa¬ 
bility to identify safest routes for remedial movement from an 
adjoining high-fallout area. 

(2) Coordinating activities of political subdivisions, state agencies, 
and federal representatives in activities to sustain life. 

Example: joint efforts of conanunities to repair a water reser¬ 
voir or harvest a crop, 

(3) Warning and informing the population of hazards originating 
both outside of state and within the state. 

(4) Assisting in reestablishing emergency control centers or EOC’s 
and coflununlcations in areas where they have become inoperable. 


The units that may be made available will be indicated in military 
support plans of the states. 
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(5) Establishing priorities in case of competing demands for an 
intrastate resource or facility (e.g., electric power, hospital 
services). 

(6) Informing population of the strategic situation and availability 
of resources. 

More specifically, actions to be taken by state emergency headquarters 
In fulfilling these functions are as follows; 

1. For maintaining goveminent and control 

a. Maintaining and reestablishing ccsmiunications wltli state 
areas’headquarters (if any), subunits. State Agency Field 
Establishments (SAFE's), military, and OCD region; 

b. Assisting subunits to maintain and reestablish government 
and control; 

c. Maintaining and reestablishing designated transportation 
routes; 

d. Establishing priorities for actions by subunits and SAFE’s; 

e. Providing on-call information as required by OCD region and 
neighboring states; 

f. Providing scheduled summary reports to OCD regions, and 
neighboring states. 

2. For meeting direct threats to life 

a. Providing attack warning; 

b. Assisting in achieving maximum shelter utilization; 

c. Providing Radcf warning to subdivisions; 

d. Providing warning against major fires and floods; 

e. Providing warning against chemical and biological hazards; 

f. Coordinating use of available forces for combating fire, or 
flood, decontaminating important facilities, and performing 
rescue operations; 

g. Assisting local organizations to maintain law and order by 
broadcasts and coordination of police and military units ; 

h. Coordinating movement of population from one area to another. 

3. For meeting indirect threats to life 

a. Coordinating forces for protection of essential resources 
and facilities; 









b. Planning arid coordinating the distribution of essential 
resources and inventories; 

c. Planning and coordinating medical services; 

d. Planning and coordinating restoration of essential facilities; 

e. Assisting in maintenance of morale; 

f. Coordinating with federal authorities regarding priorities and 
distribution of resources. 

D. The State Civil Defense Headquarters 

The control of emergency operations at the state level will be cen¬ 
tered at the state civil defense headquarters. It is assumed that the 
following will he included In the operating staff at this headquarters; 

(1) The governor or his representative and hts immediate staff; 

(2) The director of civil defense and his staff; 

(3) The heads, or their representatives, of state agencies with 

emergency assignments; 

(4) The state adjutant general and hts staff. 

Evidently there are wide differences in the ways in which the 
operational staffs of state civil defense headquarters can be organized. 

One state plan shows 32 separate representatives of agencies reporting 
to the civil defense director and through him to the governor. Another 
plan has the staff broken into essentially two units, operations and 
logistics, with public information and communications groups acting as 
internal services. 

Since there Is no "standard" organization, the organization shown 
in Figure 4-1 was assumed. This organization is similar to the organiza¬ 
tion assumed for the EOC at the local level, and such similarity can pro¬ 
mote effective exchange of information. 

II. SYSTEM DEFINITION 
A. Purpose of the System 

The Information system at the state level is primarily; 

(1) To provide information to the state headquarters from local 

EOC's and from state agencies not having their own communications 
to the state headquarters; 
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(2) To combine prestored information and information obtained by 
messages from within the organlastion and from Interfaces with 
other systems in order to present a comprehensive description 

of situations and capabilities for dealing with these situations; 

(3) To provide information and direction to operational units and 
other headquarters. 

B. Information Requirements 

As in the case of local civil defense, it is important to distinguish 
between requirements for basic information and requirements for special 
information. Basic information is information required for Initial decisions 
about foreseeable actions, but not all information that may be eventually 
required to perform a particular action. Thus, a civil defense headquarters 
will need to know the status of control, conaaunication, roads, the popula¬ 
tion and resources to be protected, threats to the survival of the popula¬ 
tion and resources, and the availability of manpower, resources, and organiza¬ 
tional units for dealing with these threats. 

Much information that might be transmitted to a civil defense head¬ 
quarters in an emergency situation may be of interest, but will not be 
of use in decision making. Facts such as the death of a local official, 
the rescue of some scores of people from damaged buildings, or the 
failure of a shelter manager to report to his assigned place will not 
assist in decision making at the state level. On the other hand, the 
following types of information will be useful in deciding actions to be 
taken: 

(1) The inability of a county EOC to receive reports from radio¬ 
logical monitoring stations (if the gap in knowledge of the 
radiological situation is important for operations, the state 
must attempt to provide mobile monitoring capabilities, possibly 
by aircraft); 

(2) Inability of an EOC to communicate with the EBS when It is 
Important to provide the population with general information 
for increasing protection against fallout (in this case, the 
state may be able to establish comoiunications with the EBS and 
provide the necessary instructions for broadcast); 

(3) Uncontrolled movement of numbers of persons out of a city into 
other areas. 
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table 4-1 provides s list of possible actions to be taken by state 
civil defense headquarters and the basic information needed for these 
decisions. It will be noted that the time-environments for which the 
requirements are stated differ froa those used in the analysis of 
inforaiation requirements at the local level. This is because, except 
in very small states, environmental conditions will be variable in space 
and time throughout the state. For example, for only some communities 
will there be a period of recovery from direct effects prior to the arrival 
of fallout; some communities may be conducting out-of-shelter activities 
for recovery dt the same time others In the sane state cannot emerge even 
briefly from shelters. 

Therefore, for the state level, three general time-environments are 
sufficient to distinguish information requirements: preattack, or the 
time before any effects of an attack are experienced; transattack, or the 
time when damage and fallout conditions are changing rapidly throughout 
the state; and postattack, or the time after weapons no longer are arriving 
and ofost early fallout is down. 

C. Message Requirements for Subunits 
1. Basie Messages 
a. Types 

Subunits of the state civil defense organization that are 
to report to the state civil defense headquarters (whether 
directly or through an area headquarters) will utilize the 
same types of basic messages as those used by elements of the 
local civil defense organization in reporting to the local EOC. 
Thus there will be: 

Unscheduled and on-call priority situation reports. 

Scheduled summary status reports, 

Radef reports. 

Routine situation reports. 

As for the local information system, unscheduled situation 
messages may be further identified by their subject, such as 
control and cooinwnicatlon, environment, and population. 

"it 

A Nudet report (giving the approximate location, yield, and height of 
burst of a nuclear detonation) is considered as a form of an environmental 
message. 
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A description of the types of material to be Included In 
various unscheduled and on-call situation messages is given in 
Table 4-II. 

b. Lengths of Messages 

The initial EOC status report will be brief, principally 
informing the state headquarters that the local EOC is staffed 
and taking initial actions to establish an operating capability. 

A message of about 75-100 words is sufficient for providing 
this information. 

Other unscheduled and on-call situation messages would 
be limited to a specific subject, and messages of 30-30 words 
can describe such situations. As in the case of messages to 
the local EOC, some allowance in comamnlcatlon capability must 
be toade for redundancy within these messages and for acknowledge¬ 
ment by the receiver. 

It is desirable that the summary status messages be sub¬ 
mitted according to a prearranged format. This will insure 
not only that the required Information is transmitted by the 
local EOC, but will simplify the procedures for distributing 
the Information In the message to the state headquarters staff. 

A suggested format for the summary status messages is given 
in Table 4-III. On this sample format are Indicated probable 
word lengths of various parts of the report. However, it is 
apparent that complete Information about each of these subjects 
may not be useful at all times to the state civil defense or¬ 
ganization, even if it is available for transmission. There¬ 
fore, items to be included in an abbreviated (or Type B) sunmiary 

status report are Indicated by asterisks in Table 4-III. When 

* 

all items are included, it is a Type A report. 


State plans may specify the normal form of a summary status report, 
and exceptions in reporting may be announced by EBS or by messages 
to the local EOC's. 







Table 4-II 


UNSCHEDULED PRIORITY OR ON-CALL MESSAGES - LOCAL EOC TO STATE HEADQUARTERS 

Initial EOC Status Repor t 

(Submitted when staff members are present and have begun assigned 
tasks in emergency plan) 

Person in charge 

Communication links established 

Operation capabilities being established (e.g., all police are 
being called to duty, etc.) 

Actions being taken with regard to population (e.g., population 
is being urged to stay in homes and prepare for movement to 
shelter) 

Control and Communication Status Report 

(Submitted to report a significant change in any of the following) 
Location of EOC 
Communication link to state 
Capability of EOC to operate 

Capability for communications to operating elements 
EBS performance or availability 

nireats to significant numbers of people or critical resources that 
cannot be met by capabilities under control of local EOC- 

Environment Report 

(Submitted to report any of the following) 

Observation of nuclear detonation (Nudet report) 

Occurrence of damage from weapons to at least seme specified percent 
of structures or area 

Outbreak of mass fires 

Fires or floods that can spread to other areas 

Breaks in predesignated major transportation links 
Sanitation problem threatening large area 


(Continued) 





Table 4-II (Continued) 


Population Iteporc 

(Submitted to report any of the following) 

Major change In shelter status (e.g., persons assigned to shelters 
are moving to shelter) 

Movement of large groups into or out of area 
Breakdown of order or morale 
Operational Capabilities Report 

(Submitted to report any of the follcwlng) 

Significant change In operational capabilities (e.g., creation of 
auxiliary police force to control disorders) 

Capabilities for restoring specified facility (on-call only) 

Capability for conducting specified operation (on-call only) 

Resource Report 

(Submitted to report any of the following) 

Loss of electric povar, water, gas 

Change in conditions or capabilities of hospitals or other 
important installations 

Damage to installation or resource predesignated by state plan 
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Table 4-III (Continued) 


&>.- 



S' 


( 10 ) 
(5-15) 
(15-20) * 

( 0 - 20 ) 


Percent of operational shelters with no 2-way communication 
to EOC _ 

Other emergency elements with no 2-way communication to E0C_ 
Radio nets now operating in area 

--- I * _ . _ 

For communication links not operating: 

Link Estimated time to restore 


Other Area Control 


{10-30) Status of other control centers: 

Police_ 

Fire_ 

Public Works_ 


11• Environment 



(10-20) 

* 

Overall status (e.g., heavy damage, but 

no fallout yet) 

t 

* 

(20-40) 


Blast and fire damage surmary 

Specific 




% of area 

Haior Installations 




Heavy damage 

Hoderate damage 


y 



Light damage 



(5-20) 

* 

Status of predesignated roads known to 

be blocked 

t 

rr. 



Location Cause Estimated time out 

1 





1 





& 

i 





1 

(0-40) 


Remaining major fire threat, probable effects, and ability to meet 



Radiological conditions 



(10-25) 

ic 

Overall status ■. 

Designated 

Installations 

f 


% of area 

it 

1 - 

(30-50) 


High level 


1 



Moderate level 


ft 



Low level 



I (10-20) Weather conditions affecting operations (extreme cold, heat, winds) 

I ■ 


(continued) 





Table 4-III (Continued) 


■ 


III. Population 

(10-20) * Overall status: (e.g., all sheltered and no problems) 

(20) Shelter status: Approximate numbers in 

NFSS shelters _ 

Basements and secondary shelters _ 


(0-40) 


Homes with no shelter _____ 

Population in transit (groups of 500 or more) 


Numbers 


Direction or destination 


( 0 - 15 ) 


Expected available shelter for persons outside community 
(spaces) _ 


Casualties 


( 10 - 20 ) 


(approximate) 


Serious injury _ 

Light injury _ 

Probaole numbers of new 
casualties due to fallout 


Morale and order 


(10-30) * 


Present general situation 


( 10 - 20 ) 


Situation expected within next 24 hours 

(unknown) (will improve) (major disorders) (major morale 
problems) etc. 


IV. Operational Capability 

(10-20) * Overall status - (e.g., no outside operations possible due to fallout) 


(40-60) 


Specific status (fire, police, utility repair, mobile medical units, etc.) 

Fire Police etc. 

Adequate for present missions? _ _ _ 

Adequate for anticipated missions? _ ___ _ 

Can additional capability be 

created in area? ___ 

Can assistance be provided for 
other areas? 


(continued) 




Table 4-III (Continued) 


(0-40) 


Specific mljbions for which outside assistance is needed 


V. Resources 

(10-30) * Overall status (e.g.j no problems foreseen for 30 days) 

(10-30) Food inventories - days of supply remaining_ 

capabilities in area for restoring 
capabilities . _ 

(10-20) Medical - types cf resources for which shortages exist or are anticipated _ 

(0-20) types of resources in excess available for transfer to other 

areas __ 

(15-50) Water supply - status of storage system __ 

status of distributto). system __________ 

Missions required to restore 

water system ____________________________ 

Will outside assistance be needed?_ 

(20-30) Hospitals - General status: (e.g., skeleton staffs at all hospitals) 

Facilities are (adequate) (inadequate) for (existing) 
(anticipated) numbers of casualties. 

(10-30) Utility plants - Status of predesignated plants 

(10-30) Manufacturing plants- Status of predesignated plants 

(20-50) Transportation - Numbers and types needed but not attainable for 

(specify type of mission) 

Numbers and tjrpes available for missions outside of area. 

(10) Motor fuel - Estimate of days until supply is exhausted by anticipated 

needs. 

(10) Heating fuel - Estimate of days until supply is exhausted by anticipated 

needs. 

(15) Housing - Estimated needs for housing (units) _ 

Does area have capability area for creating 
new units? _ 

Available housing for persons from outside 
area (spaces; ___________ 

VI. General 

«... •••II ii.- 

(0-40) * Problems requiring assistance not covered in above. 


(20-50) 


Actions being coordinated directly with other communities. 
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In order to conserve communication capacity. Information 
should not be repeated In succeeding summary status messages. 
Where there has been no change, this fact alone should be re¬ 
ported. Consequently, Type A summary status reports may also 
vary in length, depending upon the degree to which the situation 
has changed since the last message of this type. 

Requirements for Radef reports from local organizations to 
the state headquarters are defined in the Federal Civil Defense 
Guide. In general, the EOC in each subunit is to transmit a 
flash if»6sage upon the arrival of fallout in the area of its 
responsibility and messages every twelve hours for the first 
48 hours giving dose rate by sections of that area. A report 
of fallout arrival can be transmitted in a message of 10 words, 
and the prescribed dose rate report can be transmitted in a 
message of about 30 words. 

The types of messages from local EOC’s to state, and their 
word lengths, can be susmarized as follows; 


Initial EOC Status 

75-100 words 

Other unscheduled or on-call 
priority situation reports 

30-50 words 

Type A summary status message 

(trans- and postattack situations) 

500-1100 words 

Subsequent Type A summary status 

messages (relatively stable situations) 

250-650 words 

Type B summary status messages 

(trans- and postattack situations) 

200-400 words 

Radef - fallout arrival 

10 words 

Radef - dose rate in local area 

30 words 

As noted before. In translating message requirea^ents Into 


communication requirements, some allowance must be made in addition 
for redundancy in oiessages, for inefficiency in transmission, and 
for acknowledgement by the receiver of the message. 

2. Special Messages 

Special messages between state headquarters and local EOC’s 
will consist of: 

(1) Inquiries and requests to and from local EOC's; 

(2) Reports from local EOC's regarding unforeseen conditions 
or providing additional information; 
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(3) Information, advice and directions to local EOC's from the 
State headquarters. 

As in the local information system, the subject, length, and num¬ 
ber of special messages into or out of the state headquarters will be 
greatly influenced by the amount and quality of the information provided 
by basic messages. The potential capability of the state civil defense 
lieadquarCers for taking actions to assist local units will also affect 
the exchange of Information between it and local EOC’s. It can be 
expected that, if the state civil defense organizstion Is effective, 
there will be many special messages regarding the distribution and 
replacement of particular stocks of resources for survival. Such 
messages will necessarily be much longer than situation messages in 
which the status of resources only is reported. 

After sooie point, however, as state government operations are 
restored, there will be less and less need for actions by the state 
civil defense emergency headquarters, and consequently less and less 
need for special messages. 

3. Density of Message Traffic 

In the preattack period, the greatest density of messages from 
local EOC's to the state headquarters will probably occur soon after 
the EOC's are manned. At this time, an EOC would be expected to 
transmit its initial status report and soon after this, changes in 
the status of communication and control, operational capabilities, 
and the population, all of which require priority messages. Requests 
and inquiries and other special messages are highly likely soon after 
the EOC is manned. 

Since the local EOC's will probably be occupied at approximately 
the same time according to a state wide readiness plan, a high volume 
of traffic could be generated during a relatively short time. In a 
period of one hour, each local EOC in a state may have for reporting 
an initial status report, two or more unscheduled or on-call priority 
reports, and several priority special messages. During the same 
period, the state headquarters could have for transmission to an EOC 
one or more priority special messages. These messages would range 
from 30 words to more than 100 words In length. 
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Following the occurrence of direct veapo ffects, a local EOC 
can be expected to generate a number of unsche<^ 1 priority situation 
messages, reporting changes in environment, popula on, and operational 
capabilities. The density of traffic to state h'cadquarters will be 
Influenced by the length of time during which weapons effects are 
experienced by the various communities. 

Another period in which high message density could occur is that 
in which scheduled summary reports are being transmitted. Some messages 
of other types would also be generated during the same t.me period. 

Finally, a high message density can be expected as local EOC's 
determine their supplies of and requirements for resources necessary 
for survival. These reports,as noted earlier, would be made by 
special messages. 

4. Other Considerations in the Design of Local-State Communications 

In design of communications for an information system, there 
must be emsideration of alternative equipment, routing, and control, 
as well as the density of originating .-nessages. 

Teletype has some important advantages over voice transmission 
in communication between state and local EOC's. A considerable 
number of the nessages from the local EOC are likely to be special 
messages involving more chan one staff section. Such messages will 
not follow a specified format and cannot be recorded efficiently 
manually. Messages to local EOC's from state headquarters may arrive 
at a time of stress and concern with local problems, and some verbal 
messages are likely Co be inaccurately recorded. 

Teletype also uses available circuits more efficiently than does 
voice transmission because of their duplex (sl'.miltaueou8ly aend and 
receive) and automatic transmit (when lines are open) capabilities. 

The flexibility of Che telephone which permits direct transfer 
of information to the appropriate staff sec*.ion, is not so Important 
at state level as at local level, since Che sCate will have less 
capability for immediate actions to influence situations. 

In determining local-state ccmmunlcation requirements, it is 
important co consider the use of intermediate centers for aggregating 
information. In large states, even if area headquarters have no operating 
capability, they could perform a necessary service in filtering the large 
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number of messages that might originate and otherwise saturate the 
conununication capabilities of the state civil defense headquarters. 

Finally, intelligent control of reporting must be exercised, 
or almost any amount of equipment may prove inadequate for communication 
between local and state civil defense headquarters. One type of control 
that has been noted earlier is the specification of abbreviated forms 
of summary status messages. Another important form of control is 
the establishment «-nd obsei'vance of message precedence and times for 
submitting siunmary status reports, for in this way some leveling of 
the total traffic load could be achieved. 

D. Messages From Other Sources 

Units of state agencies throughout the state can be important sources 
of information. Some agencies^ such as the state police and the state high- 
wavs department, have their own communication nets. Others may utilize a 
combined cooununication net. 

Consequently the state civil defense emergency information system 
can receive necessary infcrmation by messages from a control center, 
such as the state police headquarters tlrat is separated from the civil 
defense headquarters or from an interface with the system at the civil 
defense headquarters. 

Whether by transmitted messages or by internal messages at the state 
headquarters, the following types of information should be reported by 
state agencies: 

Status of major operational units and installations; 

Status of predesignated resources of these agencies ; 

Nudet reports; 

Significant changes In the environment at designated Installations 
(e.g,, arrival of fallout, fire); 

Changes in status of significant groups of the population (mass 
casualties, breakdown of authority, mass movement); 

Significant changes in the capability or the condition of operating 
forces or control centers of subunits or of other agencies. 

To the state agencies will be transmitted information that will be 
important for their planning or coordination of operations. 

Military units within the state under the control of the state Adjutant 
General will have their own military communication net, and the state 
civil defense headquarters must provide for an interface with this net. 




The types of information to be provided from military units are the same 

as those that are to be provided by the state agencies. 

Neighboring states will provide messages of the following type: 

Priority messages giving information on approach of fallout, fire, 
or flood ; 

Priority messages on interstate movement of large population groups; 

Summary reports of the condition of the state (The summary report 
may be transmitted over the regional communication net to regional 
headquarters and adjoining states simultaneously.) 

E. Information Processing at State Headquarters 

1. Prestored Information 

Principal types of Information to be prestored at state civil 
defense headquarters are; 

The state emergency operations plan, Including the plan for a 
military support; plans of major subunits; 

If not included in the operations plan, a file of locations of 
state agency and military installations and their communication 
links; and locations of the EOC’s of subunits of the state; 

The amounts and locations of federal and state stockpiles; 
other important Inventories of items necessary for survival; 

Maps of power distribution and telephone lines; 

Maps showing poajor roads, rail lines, and airfields; 

A file giving the location and capacities of hospitals, including 
PDH's, and other major state institutions; 

Files giving the location and capacity of NFSS shelters; 

EBS stations and methods of communication with them; 

Instruction manuals‘for shelter improvement, decontamination, 
distribution of food, and other probable operations in an 
emergency; 

Names and normal locations of key personnel of state agencies 
assigned emergency responsibilities; 

Names and normal locations of local government and civil defense 
officials. 

2. Staff ReBponsibillties in Information Development 
a. Population-Shelter Section 

The Population-Shelter Section will be responsible for 
developing and evaluating information about the general status 
of the population and for estimating needs for resources 
and manpower. Among the specific activities of this section 
will be the following: 

Maintain and update file of shelter availability and 
utilization by city or ccwnty; 





Estimate major areas of shelter deficiency; 

Maintain file of population status (relative numbers of 
casualties, unsheltered, etc.); 

Prepare estimates of requirements for food, medical, 
housing by area of state; 

Tabulate information on availability and requirements 
for special manpower skills. 

b. Intelligence Section 

The Infellii^ehce Section will be responsible for determining 
and displaying the overall situation in the state. It will perform 
the following activities: 

Maintain map of state, showing areas of damage, mass fires, 
and boundaries of levels of fallout; 

Maintain map of status of major transportation links and 
airports in the state; 

Maintain map showing status of 3.ocal control, communication 
and electric power; 

Maintain display of present and predicted weather in state 
areas; 

Maintain file of radiological monitoring stations and 
capabilities; 

Maintain file of mobile radiological monitoring capabilities; 

Evaluate specific threats to population groups and inform 
other sections; 

c. Operations Section 

The Operations Section will include In its activities the 
following; 

Maintain and update the warning and communication plans; 

Maintain file of the status of state operating units and 
their control capabilities; 

Maintain a plan for military support and a file of the 
status of military units and their control; 

Maintain a file of major operations in progress (e.g,, re~ 
location of population groups, firefighting, medical 
assistance); 

Maintain file of deficiencies and surpluses in operational 
forces of subunits; 

Analyze method for effecclve use of operational forces in 
coordinated actions. 

d. Logistics Section 

Responsibilities of the Logistics Section in developing 
information will include the following; 
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HaintaLii files of the location and status of stockpiles 
under federal and state control; 

Maintain files of the location and status of other major 
inventories of items necessary for survival; 

Maintain file of predesignated equipment for emergency 
use (e.g., power generators); 

Maintain files of the status and capabilities of designated 
emergency production facilities. 

e. Administrative Section 

The Administrative Section will be responsible for the following; 
Evaluate Internal flow of information at the state headquarters; 
Prepare requests for assistance from region; 

Prepare status reports to region; 

Recommend reassignment of personnel to facirltate infor¬ 
mation development. 

III. APPLICATION TO SPECIFIC STATE CIVIL DEFENSE ORGANIZATIONS 

The preceding description of a state civil defense Information system 
has been largely conceptual.In any particular state, the civil defense 
Information system must be integrated with existing information systems of state 
agencies that would also be used in an emergency. Consequently, no specific 
definition of the flow of information can be given without defining a 
complete state operating system. To do this would be fruitless, since there 
are many ways in which state Information systems will in actuality be organized. 

The size of the state and the existing operational structure of the 
state agencies will also influence the makeup of the state civil defense 
headquarters staff and the methods used there for decision making. 

The effect of dividing the state into civil defense areas for either 
control or information gathering and the preferred geographic Limits of 
those areas should also be considered concurrently with the consideration 
of the civil defense information system. 

Each state therefore should examine its own peacetime organizational 
and communication system, and its geographic, political, and econcsnic 
structure, and on the basis of these develop the organization for emergency 
operations and its accompanying Information system. 

In the definition of this information system, the message types 
and formats, and the information processing responsibilities defined 
in this report should be included. 
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Chapter 5 

Information for Civil Defenae Emergency Operations at the Refcio.ial Level 


1. IfTTRODUCTICh 

A. The Role of the Region In Civil Defenae Emergency Operations 

The eight regional headquarters provide the means by which the federal 
government can most directly influence the conduct of civil defense eiaer- 
gency operations. At these headquarters on a full-time basis are repre¬ 
sentatives of the Office of Civil Defense and representatives of other 
federal departments and agencies, and liaison is maintained there with 
the six armies of Che continental United States. 

The missions of civil defense at the federal level, as stated in both 
regional emergency operations plans and the National Emergency Operations 
Plan, are to "assist state and local governments in preparing for and con¬ 
ducting emergency operations designed to; 

(1) "Make maximum effective use of available shelter against radia¬ 

tion;" 

(2) "Execute appropriate countermeasures and actions to save lives 

and protect property...; 

(3) "Repair and restore utilities and facilities essential to life 

saving operations." 

Ihese missions are in keeping with the general objectives of civil 
defense that have been assumed for the local and state levels; that is, 

(1) To reduce direct threats to life; 

(2) To reduce indirect threats to life; 

(3) To maintain government or control and coranunications and trans¬ 
portation links. 

Because regions have no legal authority over states and because, un¬ 
like local and state organizations, they have no operational units, they 
will not be concerned with directing emergency activities. However because 
regional headquarters, through field representatives assigned to individual 
states may have knowledge of existing civil defense capabilities and have 


Civil Defease Regions 5, and 6 correspond to the Fifth Army; Regions 7 
and 8 to the Sixth Army; each other region corresponds to a single army. 




means for emergency communication to the states, these headquarters can 
have an important role in coordinating the activities of state civil 
defease organiaations and military units assigned civil defense responsi¬ 
bilities . 

Figure 5-1 shows the place of the region in the organization of civtl 
defense. 

B. The RfegtonaX Headquarters Staff 

The normal staffs of regional civil defense headquarters Include 
personnel assigned t. field operations, cainraunicatlons, training, fi¬ 
nance, and other administrative duties. Within the field operations 
section are persons assigned as representatives to individual 
states. All of the above personnel will have responsibilities for 
serving as members of the staff for conducting emergency operations. 

In addition, representatives of the various federal government de¬ 
partments and agencies are assigned to civil defense headquarters. 

Among these are representatives of the Department of Commerce, the 
Department of Labor, the Department of Agriculture, the Atomic Energy 
Commission, the Federal Aviation Agency and the General Services 
Administration. These representatives constitute the Regional Civil 
Defense Coordination Board (RCDCB) that will assist the civil defense 
director of the region to develop policies and implement actions in 
support of the emergency operations centers within the states. In 
addition, one or more representatives of the Army will be present 
at the headquarters, 

Various ways are given in the plans of the eight regions in which 
the staffs are organized for emergency operations. The organization 
that was assumed for this study is similar to those found in all of 
the regional plans, but is identical with none. The staff assumed is 
as follows: 

An Executive Section consisting of the Regional Director, his deputy, 
and other assigned personnel. 

An Operations Section consisting of the Director of Field Operations, 
field representatives to the states of the region, and other person¬ 
nel. This section will analyze Incoming reports and establish opera¬ 
tional priorities and coordinate military support to the states and 
mutual support between states. 





To Field lo State and Local To Field 

Govermaeots 


Key: 


Ccanmazui 

Coordination 

Advice and Assistance 


Be£: Federal Civil Defense 
Guide, Fart A, Chapter 2 


Flg.S*!.. Organisational Relationships, Region. 
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An Intelligence Section to maintain information about the overall 
situation, particularly weapon damage, radiological conditions, 
and conditions of transportation links. Tlie Intelligence Section 
will also have responsibility for warning and maintenance of the 
War Room. 

A Logistics Section that will suastBarlze supplies of and retjulrements 
for essential resources. This section will coordinate with the RCDCB 
In recoBsaendlng actions with regard to scarce resources for maintaining 
11 fe. 

A Communications Section that will have responsibility for the 
message center,for communications, and for the operation of the 
internal information system. 

An Emergency Information Section with responsibility for preparing 
information for broadcast and for preparing reports to the national 
headquarters. 

In addition, there will be administrative and support personnel who 
are not directly participating in emergency decision making. 

II. DEFINITION OF 'mE INFORMATION SYSTEM 


A. Purpose 

The purpose of the information system for emergency operations at 
the regional level is (1) to provide to the regional headquarters from 
state civil defense organizations information required for planning and 
coordinating actions to be conducted by federal government representatives; 
(2) to provide a means for consolidating, evaluating,and distributing 
information received at the regional headquarters from states and other 
sources; and (3) to provide a means for transmitting to states informa¬ 
tion and advice that will be useful in their emergency operations. 

B. Information Requirements 

The information to be provided to regional headquarters is determined 
by the actions that might be taken at Chat headquarters. As for the local 
and state organizations, these actions can be divided into three major 
types. The actions to be taken at regional level within these types are ; 

1. For maintaining government and control 

a. Maintain and. reestablish communications with states, 

federal agency field establishments (PAFE's), and the military; 
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b. Assist the states to (salntain or reestablish goveraweut 
and control; 

c. Assist the states to maintain and or reestablish important 
transportation links. 

2. Fot meeting direct threats 

a. Assist in providing attack warning; 

b. Assist in insuring maximum shelter utllixation; 

c. Assist in providing radiological warning; 

d. Assist in providing warning against major fires and floods; 

e. Coordinate interstate movement of major population groups; 

£. Coordinate Interstate flood or fire control activity; 

g. Establish priorities for allocation of resources and assist 
in obtaining support from federal agencies, military, or 
other states. 

3. For meeting indirect threats 

a. Advise on actions to protect essential inventories and 
facilities; 

b. Advise and assist in distribution of essential inventories; 

c. Assist in or coordinate the provision of medical and welfare 
services; 

d. Assist and coordinate actions to restore important facilities; 

e. Advise and assist in maintaining morale and order; 

f. Establish priorities or supplies and coordinate assistance 
from federal agencies, military groups, or other states. 

The Information requirements for these actions and sources from which 
they may be supplied are stated in the work sheets given in Table 5*-I. 

C. Message Requirements 

1. From State to Region 
a. Types of Messages 

As at the state and local level, certain basic types of 
information should be received at the regional level through 
unscheduled priority situation messages. There are four general 
subjects that these messages may cover: 

Government and control, 

Environment (Including Nudet reports), 

Fopulation, 

Supplies services and facilities. 
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Conditions that should be reported under each of these 
subjects by unscheduled situation reports are shown in Table 
5-II. 

States will also submit scheduled summary status reports 
containing information in the same four subject areas. Table 
5-II1 provides a suggested format for such messages. Table 5-IV 
is a sample of such a report. 

It will be noted that the format of the summary report 
differs from that which is now specified in regional plans in 
several respects. First, there is no separate format for pre¬ 
attack and postattack situations. Certain elements of the re¬ 
port may be omitted, however, in the preattack condition. 

Next, the format suggested in this report is much more 
structured than that given in civil defense regional plans. 

This will assist those preparing the report at state level 
and facilitate distribution of the report to the appropriate 
sections of regional headquarters. Obviously, detailed specifi¬ 
cation of what Is to be Included also tends to reduce message 
length. 

Finally, the suggested format provides for flexibility in 
reporting by allowing the region to provide direction as to the 
detail that is desired under differing conditions. General 
estimates of surviving resources may be all that are necessary 
or possible to obtain early after an attack. As more information 
becomes available, the states can be advised of the detail to 
be provided in the summary report. 

On-call messages or reports will also be required from 
states. Types of basic information that can be supplied by 
on-call reports are as follows; 

Radef condition at specific locations; 

Casualty estimates; 
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Table 5-II 


UNSCHEDULED PRIORITY SITUATION REPORTS - STATE TO REGION 


I. Government and Control 

When state EOC becomes operational, moves, or terminates operations. 

When communications are lost or restored to an adjacent state or 
to a large area of a state. 

When government or control is terminated in a major population 
canter or restored. 

Threat to government or control in major population center or in 
a vide area. 

II. Environment 

Nudet report. 

Arrival of fallout at a major population center or at , 

Flood condition affecting another state. 

Extreme conditions threatening large umbers of lives, not 
previously reported (including chemical and biological agents). 

When a major Interstate traffic link Is broken and will require 
more than * hours to restore. 

When a major interstate traffic link is restored 

III. Population 

Movement to shelter ordered or advised in state or in major areas 
of state. 

Interstate movement of large numbers of people, not previously 
reported. 

Evidence of widespread problems of morale. 

People leaving shelter In state or in major area of state. 

IV. Supplies. Services and Facilities 

Loss of major stocks of food or medical items or significant 
change in days-of-supply estimates. 

Damage to facilities predesignated by region as critical. 

Need for medical facilities, supplies, or mobile medical units. 

When electrical power Is lost or restored in a major population 
center or over a wide area. 


* 

Place can be specified by regional headquarters. 








Table 5-III 


FORMAT FOR SCHEDULED SUMMARY STATUS REPORT - STATE TO REGION 


Word Range 


20-50 


50-150 

20-150 


Part I. jSgY.srjm&n£ .and. -CQatcfll 

A, State Headquarters or EOC. 

1. £DC: present manning, expected changes< 

2. Other element” of government: present location, expected 
changes. 

B. General Communications and Control Capability (by area of state). 

G. Specific problems in maintaining government, control, or communica¬ 
tions and assistance needed. 


50-150 


50-150 


50-150 


20-50 


100-200 


50-100 


0-1 jO 


Part II. Environment 

k 

A. Dctmage (other than radiation). 

Areas or counties, and major cities with heavy, moderate,or 
light damage** to structures. 
k 

B. Radioactivity. 

Areas or counties, and major cities with heavy, moderate or 
light radiation. 

C. Fires, floods (by area). 

1. Affecting other states: location, direction of spread* 

2. Specific problems and assistance needed. 

D. Extreme weather conditions (by area). 

Specific problems and assistance needed. 

E. Transportation Links. 

1. Interstate links. 

&. Breaks or traffic conditions causing delays of K»re 
than hours. 

b. Expected change on situation. 

2. Other specific operational problems and assistance needed. 

F. Electrical Power. 

1. Interstate (by area). 

a. Existing conditions. 

b. Expected changes. 

2. Other specific operational probleras and assistance needed. 


(continued) 


Post disaster only. 

Basis for rating to be supplied by region' 










Word Range 


Table 5-II1 (continued) 




S\ 

S- 

5 . 


f ■ 


B- 

v: 


100-200 


50-100 


150-200 

50-200 


100 


?art III. Population (by area) 

A. Status of major population groups threatened. 
Present situation: 

Expected situation; 

Actions being taken; 

Specific assistance needed; 

B. Major population groups in transit. 

Present numbers and locations: 

Expected aituation: 

Actions being taken: 

Specific assistance needed: 

C. Major housing and shelter availability and needs. 

D. Morale. 

Present situation: 

Expected situation: 

Actions being taken: 

Specific assistance needed: 

E. Casualties (by area) . 


t 

aJ: 




100 


100 


Part IV. SuPt-Ies. Services and Facilities . 

A. Status of food (by area) 

In average days of supply: 

Replenishment potential: 

Actions being taken: 

Specific problems and assistance needed: 

B. Status of Water (by area). 

In average days of supply; 

Replenishment potential: 

Actions being taken: 

Specific problems and assistance needed; 


Post disaster only. 


(continued) 


** 




Basis for rating to be supplied by region. 

Numbers to guide reporting to be determined by situation and specified by region. 
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Table 5-III (continued) 



100-200 

50-100 

0-200 

0-200 


C. Status of medical supplies . 

Items in greatest demand; 

Items with critical shortages: 

Steps being taken to meet shortages: 

D. Status of heating fuel • 

In average days c£ supply: 

Replenishment potential: 

Actions being taken; 

Specific problems and assistance needed: 

£. Status of medical services. 

Specific problems and assistance needed (by areas). 

F. Status of Vehicle Fuel. 

Part V. General 

A. Problems of state government not covered in above. 

B. Actions being taken in coordination with other states. 
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Table 5-IV 

SAMP1,E STATE SUW1ARY REPORT 
State_ 

For tleie period ending 


I. 


II. 


A. 1. £0C fully Dianned; no change expected. 

2. Governor at _; cannot move to EOC. 

B. Area 1, Most of area under control of local govts.; some 
breakdown of wire communication. 

Area 2. Little operational capability; conmunlcations to north 
pert of area by radio only. 

Area 3. No capability for control in city of_; communications intact. 

Area 4. etc. 

C. Request reps, of Fed. gov’t, at be sent to 

City of to assist in reorganizing government. 

A. Heavy Damage: _, _, . . _____ counties 

and cities of _, ___. 

Moderate: . _, _, _, counties and cities of_, _. 

Light: _, _, . . _, _ counties and cities of 


B. Heavy Fallout: _, _, _ counties and city of . 

Moderate . . _, _, _ counties and cities of 

- « _ > « . * 

C. Area 1. Fire, 5 ml. front at . , moving northeast at 2 mph. 

Area 3. Flood, on __ River 5 mile below_Dam; moving 25 mph. 

D. Extreme cold conditions in Areas 3, 4, 5 , 

E. 1, Interstate blocked by downed overpasses at _ and _; 

will be cleared in 12 hours. 

2. All bridges across _River at down; no military 

bridge units in state. 

F. Power out in areas 2 & 4 dike to transmission line damage; 4 days 
or more to restore fully. 


(continued) 
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Table 5-IV (Continued) 


A, Area 1. 70^ of survivors have adequate shelter; must move about 

people now In shelter because of uncontrolled fires; 

assistance needed In obtaining agreement of _ of _ (state) 

CO accept these people. 

Area 2 - (similar) 

B. Area 5, 15,000 people moving north along interstate Route _, 

approaching (state). All will be casualties to fallout. 

e. Area 4. Housing for _refugees available in military barracks 

at . 

D. Area 1. Ho problem. 

Area 2. Many feel that it is no use remaining in shelter, since 
instruments indicate Low radioactivity levels; broadcasts by 
governor being made to explain si tv ~tton. 

Area 3. (similar) 

E. (% of Preattack) 


Area 1 
Area 2 
Area 3 
Area 4 
Area 5 
State 

A. 


Area 1 
Area 2 
Area 3 

Area 4 
Area 5 

B. Water (similar to A). 

C. Medical Supplies (similar to A). 

D. Fuel (similar to A). 


Deaths 

Prob. Add'1. 
Radiological 

Inlured 

10 

25 

20 

20 

20 

30 

5 

5 

10 

2 

10 

15 

2 

5 

10 

10 

20 

25 


Food Level Replenishment Potential 

42 days Mo immediate 

36 days 5 days at food processing plant 

80 days 2 days from surviving cattle; dalrle 

have Limited production 
20 days Mo Immediate 

30 days No immediate 


(continued) 







Tabl« 5”IV (Contiaued) 


E. Area 1. All facilities and services overloaded. 

Area 2. All facilities and services overloaded. 

Area 3. Some mobile units being sent to Area 2. 

Area 4. No units or services available. 

Area 5. Some mobile units being created to go to (state). 

F. Area 1. One-fourth of motor vehicles have need for fuel. 

Area 2. Diesel fuel needed for trucks and . 

Area 3. 4, 5. same as Area 2, 

V. A. Have inadequate staff to enforce rationing If it is ordered. 

B. None yet. 
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Population status in vicinity of Installation or reporting 
point, i.e., shelter conditions, morale, immediate needs; 

Progress in restoring facility or transportation link; 

Location of major uncommitted capabilities (e.g., housing, 
transportation, with or without craws, medical services 
and equipment) , 

Radef messages will also be submitted to region from stations 
of the Federal Monitoring Network in accordance with the Federal 
Civil Defense Guide, 
b. Message Volume 

Estimated average word length of the priority situation 
messages as given in Table 5-11 is SO words. 

The ranges of message lengths in various sections of the 
stumnary status report for a state with five areas are shown on 
the format in Table 5-III. Total message lengths for status 
messages based on these word ranges would be 
preattack - llQQ-2300 words 
initial postattack - 1400-3000 words 

subsequent postattack - 600-1500 words 

The volume of priority and on-call messages to be transmitted 
during any one period between a state and a region will depend, 
of course, upon the size of the state, the extent of attack effects, 
and the rapidity with which changes are taking place. 

Due to the limited capability of regions for taking iianediata 
actions, most messages from states (with the exception of Kudet 
reports) can tolerate some delay in transmission. Consequently, 
it will not be necessary to provide for very high traffic densities. 

Zt is estimated that the maxlmuffl number of messages per day 
from each state to a region during the transattack and postattack 
periods will be: 

one summary status report - 1400 to 3000 words; 

fifty unscheduled priority situation reports - 50 words each; 

twenty special messages - 50-200 words each. 







2. Milttary Headquarters an <' Federal Agency Field Establishments 
to Region 

Priority messages will also be sent from military headquarters 

and federal agency field establishments. These l;;clude; 

report of fallout arrival; 

Nudet or major damage report; 

flood or windstorm not previously broadcast; 

absence of civil government or control; 

break in designated transportation link, estimated time to repair; 
traffic delay in designated transportation link (delays 
anticipated of more than H hours). 

On-call messages from military headquarters and FAFE's would 

contain the same types of information as provided by on-call messages 

from states. 

3. Region to Region 

Messages will also be expected from adjacent regions. These 

would include the following types of basic information: 

fallout approach warning; 
flood, fire warning; 

major breaks in interregional transportation links; 

requests for supplies and resources; 

response to requests for supplies and resources. 

4. National Civil Defense Headquarters to Region 

Types of information to be received from the national headquarters 

are: 

strategic situation reports, indicating the probability of 
the start or tenainatlon of a nuclear exchange; 
tactical warning to supplement National Warning System; 
warning against fallout, flood, or other conditions when 
receipt of warning from another region is doubtful; 
damage assessment summaries. 

The strategic situation report would. In a preattack period, 
provide an indication of the types of actions to be taken and their 
urgency. In the postattack period, it would reduce uncertainty 
about the overall recovery problems. 

Damage assessment summaries should provide the following infor¬ 
mation about states adjacent to the region; 

general radiological environment; 

status of government and control In major centers; 

Bsajor needs for support; 
capability for providing support. 
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Detailejf rstijaates of loseca af poatilation an.d other resource? 
iii more dife'tant regiona Ate not impottaat. 

The deairabillty of the national head^uartera furniabing a region 
with machine'-coaputfivl ssttmates of the condition of population and 
resources, based on Sudot reports, has never been proved. Nudet 
reports may be used by the regional heaequarters staff for making 
quick estimates of the status of resources and it Is difficult tc 
see how estimates from the national headquarters will be significantly 
Biore reliable to improve the making of decisions. Therefore, in 
considering information processing at regional headquarters, such an 
Input is not Included. 

D. Staff Ir.fortnatlop Processing and Arrangement 

The column "staff action to develop information" in Table 5-1, 
is the basis for determining the responsibilities of various staff sections 
for developing information. 

In compiling these responsibilities, it soon became apparent that it 
would be desirable to have the Operations Seetten divided into ele^ients, 
each represoviting a single state. Needs for operations in each state could 
be more clearly determined on the basis of that particular state's situation. 
Region-wide planning of operations may not be possible, and most decisions 
(at least in the early emergency period) may apply only to a limited part 
of the region. 

Since these state elements at the regional headquarters will process 
all types of information pertaining to their assigned state, the processing 
requirenients can probably be best identified if they are divided into the 
same categories as previously used for messages; that is, government and control, 
environment, population, and supplies, services, and facilities. Table 
5-V gives the responsibility of state field representatives. The 
Intelligence Section will process and display much of the same informa¬ 
tion that i.\ handled by the state elements of the operations center. 

However, by displaying the information on a region-wide scale, conditions 
that require coordination between states or direction by the region are 
more readily apparent. Table 5-VI summarizes duties of this section. 

The responsibilities of other sections of the EOC are osore specialized. 
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Table 5-V 


STATE FIELD PwEFRESENIATIVES' 
RESPONSIBILITIES FOR INFORMATION DEVELOPMENT 
(Attached to Operations Section) 


Government 


Maintain and 
Update File 


Maintain and 


State Hq. or EOC Capability 

Government or Control in Major 
Areas o£ State 

Alternate Sites for Gov't, or 
Control 

Alternate Capabilities for 
Gov't, or Control (Personnel, 
Units) 

Readiness Ccnditions 
in State 


Comfflunlcatlons 


Available Coinmunications 
Links to State 
Alternate Communications 
Capability 


Environment 


Damage (amount and location) 
Radioactivity Intensity and Area 
Major Transportation Links 
Condition and requirements 
to restore 

Actions being,taken to restore 
Fire, floods 

Loc'". , direct^on 

Countfct-'it-'ur.s available 
Countermeasures being taken 
Weather Conditions 


Population (by area of state) 


Movement of Major Groups 
General Status of Population 
Shelter Utilization; 


requirements 

Housing 

availability 

requirements 

Morale 


Analyze 

and Sucnmarlze 

Situations 


(continued) 








Table 5-V 


(Continued) 


Analyse 

Maintain and Maintain and and Sutwnafizt; 

Update File Update Display Situations 


Supplies, Services and Facilities 
Electric Power 

Condition oi major e'ier.ientg S 

Actions to restore, estimated time a 

Critical Supplies 

Identification (types) X 

Requirements (by type) 

Location and cond'n, of 

major stocks X 

Actions taken to protect 


or conPt_ve X 

Transportation Service (by area) 

Availability X 

Biquirements 

Critical Facilities 

Location and condition X 

Actions taken to protect 
and restore X 


Other 

Military Units (by type) 

Location and availability X 


X 


X 


X 


X 


X 


X 


X 






Table 5-Vl 


INTELLIGENCE SECTION 

RESPONSIBILITIES FOR INFORMATION DEI^ELOPMENT 


Analyze 

Maintain and Maintain and and Summarize 

Update Pile Update nisnlay Situations 


Readiness Conditions 
by State 

Damage - by area and 
severity 

Radioactivity - by area 
and Intensity 

Fire-Floods by ares and 
severity 

Transportation Links 

Location of breaks in critical 
links 

Action; being taken to restore 

Electric Power 
Areas out 

Actions being taken to restore 
Weather - by areas 







The Logistics Section will coordinate information about supplies, services, 
and facilities obtained from the state, field representatives and the 
representatives of the federal agencies who are part of the Regional Civil 
Defense Coordinating Beard, Hie Comaiunlcatlons Section will maintain and 
evaluate information on the condition of communication links and the opera¬ 
tion of the information system itself, A subsection of the Operations 
Section will have the responsibility for maintaining information on mu¬ 
tual support operations being conducted by the states and Ly the military 
and support of the various states. 

Members of the Regional Civil Defense Coordinating Board will maintain 
files on tiia resources for which their respective agencies are responsible, 
and will periodically provide esti''ates of requirements for transportation 
and other services necessary for ths..r operations. 

It should be noted that it is impossible to determine in advance all 
of the information that may be of sufficient importance to lequlre a cen¬ 
tral display. However, the use of overlay techniques gives the display 
system the flexibility that will be required. 

The overlay method has been mentioned earlier in the chapter on the 
local system. It envisions the recording of many kinds of inforiaation 
on transparent overlays for a map used throughout the center. The over¬ 
lays can then be superimposed Co provide a display combining any desired 
types of infomatlon. 

A format for internal exchange of information at the regional head* 
quarters is shown in Figure 5-2. 

E. Outgoing Messages 

Messages to states, FAFE's, military cemmands and other regi'''y.s will 
principally consist of: 

Relay of strategic information from the national headquarters or 

warning system; 

Advisories or answers to requests ; 

Requests for missions or resources; 

Requests for reports on specific resources or capabilities . 
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Regional summary status naessagos vlll also be transmitted to the 
national civil defense headquarters and to headquarters of adjacent regions. 
F. e ther f'Vc tors Influencing the Inforn>atton Syatea at Regional Level 
A reglmal civil defense headquarters has communication links with 
all or nearly all tederal departments and agencies with emergency re¬ 
sponsibilities, Table 5-Vii shows the links that exist at one regional 
headquarters and their capacities. If these capacities are only partially 
used, they could easily overload the capability of a rigtonal headquarters 
for processing the information received. Hiere will be a great 
amount of redundancy in the Information received and requested unless com¬ 
munication plans for all users of these communication channels are carefully 
developed and followed. 

Essential to such a development of plans is a delineation of definite 
responslbllttlea of each department and agency for developing and providing 
information, followed by exercises In which all users of the system par¬ 
ticipate. 
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Chapcar 6 


Im Civil Defense Infonr.atlon System at the National Level 
1. Cd^CEFT jF EfffiRGRJCY OPERATIONS AT THE NATIONAL HEADQUARTERS* 

While at the regional level, persons with responsibilities for the 
esaergency operations of other departssints and agencies will be co-located 
with civil defense officesi the naCioasl civil defensi. headquartEra will 
probably remain physically separated from the heads of federal departments 
Sad agencies. While the regional civil defense Informattoa system will 
probably be the center of all information gathering activities in the 
region, iLe ustional headquarters will be only one of s number of nKtional 
iofomaation gathering agencies. 

In an emergency, caaaajjnicatlona will be established at least to each 
region, to the Office of Defense Besources (OOR) and to the Hatlonal 

Military Commana Systems Support Center (mS)SSC), The staff will assist 
in maintaining, or if necessary reestablishing, a civil defense operational 
headquarters in each region, and will work with these regional headquarters, 
the military, and the headquarters of appropriate federal departaaisnts and 
agencies in order to maintain government at, and conmunlcations with the 
states. 

The function of "damage assessment" is assigned by executive order 
to the Office of Civil Defense. Flash Nudet reports will be the first 
information received. These will be used in making an early assessment 
of the effects of nuclear attack or other national disaster. As new infor¬ 
mation is received, elcfaer through unscheduled reports from regions or 
other sources and from susamary status reports from regions, the assessEoent 
will be revised. In keeping with the objectives of civil defense, the 
national headquarters will give priurlty to evaluating the effects of the 
disaster on the population and resources necessary for their iBsuedlate 
survival. 

The headquarters staff will cooperate with the staffs of regional 
headquarters and federal departments and agencies in establishing priorities 

it 

This concept expands soaiewhat that given in the National Esaergency Plan, 
Federal Civil Defense Guide, Part G, Chapter 2, Appendix 2, September 1966. 

Under current plans, the Office of Emergency Planning is to form the 
nucleus of the ODR, 
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for sctions, advising aCJlt" gave'iviafi’tu .■>, i'.nd in c Ov-rd Ina t i nf, raiiliary ;.'r 
ffliffrsi SB-ppori £i?r rtst^e in -Ber-titig difV-vi tiH- 

It will also assist the ODR in identifying needs for resoorrea and in 
establishing priorities for tiielr use. 

The national headquarters will also forward to the regions the strategic 
and tactical warning, as provided by the tnilitary and other natlonai 
sources, and the nstionwia estimates of conditions. It will assist In pre¬ 
paring nationwide broadcasts to saaintain csorale and inforos the public of 
actions to be taken to save lives and property. 

II, SYSTEM 

The National Civil Defease ifcadquarters, ta keeping with the National 
Plan and the concept of operations described above, will need inforsBatlon 
concerning: 

(1) Signtfleant chaiges in, the capability of state goverraBSstr and 
federal agency field establishaiencs to deal with Che effects of 
a disaster; 

(2) Significant changes in the cnvirois®eat (partlsnlarly fallout) 
in large areas; 

(3) Changes In t&e status of major population groups; 

(4) Major civil/aiilitary operations proposed or utiderway and politi 
cal or econcJmic iapediments to such operations; 

(5) Significant chairges in inventories and facilities laportant for 
maintaining life in the liamsdiate future. 

The nimiber of resources for which infomation is required, and the 
detail of Information depends upon the interpretation of the damage assess¬ 
ment responsibility of the Office of Civil Defense. Other federal depart- 
i^nts and agencies have responsibilities for aaffirgency planning and damage 
assess^nt of specified resources. It would therefore seem unnecessary 
for the national civil defense headquarters, tnd possibly beyond its capa¬ 
bility, to attempt to analyze the status of a great variety of resources. 
However, as far as is known, there la no limitation on the damage assess¬ 
ment responsibility of the civil defense organization. Without such a 
limitation, it is impossible to be specific as to the iiiforaiation require- 
saents at the national civil defense headquarters. 
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h. Prestored In.fori.iation 

It is desirable for the national beadquarcors to have, before the 

emergency, Information concerning the following; 

Emergency warning and communication procedures, 

fimergency plans for co-ordination with other federal agencies, 

plans for restoration of government and control in large area*, 

Alternative plans for nationwide redistribution of resources, 

Location of Installations of partfcu-ar importance to population 
Survival, 

InformaCiori about population distribution and shelter space should 
also be prestored at the national headquarters in order to assist in pre-" 
attack emergency decisions as to shelter needs, and postattack estimates 
of population status. HequiremenCs for prestored information about other 
resources will depend upon Che definition of the damage assessment responsl 
bilitles. 

C. Incomi.ng Messages 

Regional headquarters will be the primary source of the information 
required at the national headquarters. This can be provided by unscheduled 
and on-tall situation reports and by summary status reports, Nudet reports 
as noted earlier, arc considered a type of unscheduled situation report. 

K^ie formats of summary reports from state to region can be followed 
in the reports from region to national headquarters, with data summarized 
by stataa rather than by smaller areas, abe messages to be received from 
the emergency headquarters of other federal departments and agencies will 
depend upon the capability of these headquarters for collecting Inforjoa- 
Clon needed by the civil defense headquarters. As at the regional level, 
much redundant or unuseable information could be received by massages 
from other headquarters unless the information to be transmitted is speci¬ 
fied in advance. 


D. I.Pfprqa,t,ig,a. gS9<re8?la& 

Present concepts of information processing at the national civil 
defense headquarters are evidently based upon the use of a computer for 
early deteraination of conditions of the population and resources. In 
this method, the computer, using prestored weapons effects tables, calcu¬ 
lates the radii of varying levels of blast and thermal effects. For a 
surface burst, using svailable wind data, the computer determiner the 
probable spread of fallout. 









The location and vulnerability of the sheltered population and many 
resources are also stored in the computer and their status Is computed 
using the weapons effects as derived from Hudet Information. In this 
nanner, the conditions of specific population groups and resources can be 
estimated and used in decision making. 

The Information resulting from this method of information develop¬ 
ment may contain major inaccuracies for the following reasons. 

(1) Hie location and hardness of the papulation and othar resources 
at the time of weapon detonation cannot be precisely represented, 
and may be inaccurately repreaented. In the computer file. 

(2) Even with automated Nndet determination, which Is possible only 
in a small part of the country, there will he inaccuracies in 
the computed weapons effects. Other types of Nudet determina¬ 
tion will be more inaccurate. 

(3) Even with perfect Nudet information, the effect of fire spread 
cannot be known accurately, and other secondary effects such as 
flood and secondary explosions cannot be determined at all. 

(4) Nudet Information will not be available to the computer in one 
convenient batch, and until all weapons are reported, analysis 
must either be delayed or it will provide an incomplete presenta¬ 
tion of conditions. 

Stanford Research Institute has been developing, under OCD Work bait 
46I5A, a method of estimating surviving population and resources that does 
not depend solely on Nudet infonaation. Direct reports of damage are con¬ 
solidated and evaluated by automated means to provide a continual refine¬ 
ment of the estimates. 

However, the method of information processing at the national head¬ 
quarters must ultimately be determined on the basis of the required type 
and detail of information about resources. As noted above, whls has yet 
to be established. 

E. Staff Oraantzatlon for EmerKency Operations 

In considering the staff requirements for devel<^ing information at 
the regional level, it waa found desirable to have state coordinators to 
handle all Information pertinent to their assigned states. It seems that 
such an arrangement of the staff would also be desirable at the national 
level, with coordinators assigned to each of the eight regions. These 
would constitute the Operations Section. 
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Other secttariS o£ the et*ergertcy fhat ara consistent with the 

probable concerns o£ the national headquarters are; 

An Intelligence Section , for matatatning information, and assessing 
the radiological environment and other general conditions affecting 
population. 

A Logistics Section , for maintaining Information on nationwide require 
.neats for resources important for immediate survival. This section 
would maintain coordination with the appropriate federal departments 
and agencies, 

A Clnmimini cations Section . 

An Executive Section, including elements for liaison with the KMCSSC 
and NBEC. 

F. Other System Considerations 

A number of communication links between the National Civil Defense 
Headquarters and regional headquarters already exist (see Table 5-VII). 
These links, however, must be used by other federal agencies. Priorities 
for use of these ccamounication means are already established. Zn other 
words, there already exists a structure for a national emergency informa¬ 
tion system, and the civil defense information system at the national level 
must be compatible with this system. Conversely, in the design of the 
overall national emergency information system, the information require¬ 
ments for civil defense at the national level will need to be carefully 
defined In keeping with the asslgnamint of emergency responsibilities 
among all government agencies. 
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Chapter 7 

The Overall System, Conclusions, and Reconimendatlons 
1. OVERALL SYSTEM ClIASACTERISTICS 

A. Introduction 

In the previous chapters; the characteristics of Information systems to 
support civil defense emergency operations at the local, state, and federal 
levels were described. These systenis must be coordinated to constitute 
an overall system that will be effective in serving the information needs 
at all levels of government. 

B. eternal Flow of Inforiaatton 

Figure 7-1 shows the main flow or Information occurring within the 
overall system. Headquarters of each level of the civil defense organisation 
will aggregate and evaluate information on hand and that received by messages 
in order to create an informatior ' to support its own decision making, 
and forward required information o .lext higher headquarters and to 
other headquarters. Each headquarters will also supply advice and instruc¬ 
tions to lower headquarters and, when necessary, to the public through 
the EBS. The capability of the EBS has not been evaluated in this study, 
but the substantial effect of this capability on the requirements for CDEIS 
communications has been noted. 

The capabilities o£ the various infomation systems with which the 
CDEIS could Interface at various levels will also be important considera¬ 
tions in further analysis of communication requirements. 

Figure 7-1 does not show possible variations in the flow of infor¬ 
mation between headquarters. For escaaple, some shelters siay report through 
shelter complex headquarters, and local EOC's may report to county or 
state area headquarters, rather than directly to the state. The desired 
reporting routes, as noted earlier in this report, will depend upon specific 
geographic and organizational considerations. 

C. Characteristics of CotaBunlcationB 

Because of the many types of envirocmenta in which It must operate 
and the changing functions that It may be called upon to support, CDEIS 
cocamonlcations most possess a flexibility beyond that of most infomation 
systems. It is possible tc identify certain types of infomation that 
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Fig. 7-1. Major Flow In Total Civil Defense Emergency Information 













will be itnportant in creating and in maintaining an Information base for 
emergency operations. However, it Is not possible to Identify In advance 
the types and detail of Information that will be moat Important at all 
times during the emergency. 

Consequently, it Is not desirable to attenqtt to design single purpose 
coRsounlcatlon channels. For example, it may be important for a police 
radio net to provide shelter communications during some p«rt of the «8erg- 
ency, but not at others. Flexibility In the use of existing coBgsunicatlon 
capability will be necessary to effective operations. 

For efficient use of comsunlcation channels, a strict cooBrnnlcatlon 
discipline must be observed from the first so that the specified basic 
messages may enter the system. As an information base is created, the 
decision makers at BOC's or EH's can decide what situations are of most 
concern, and use available communication capacity for requesting and 
obtaining the necessary types of Information. Xf communication capacity 
is overloaded with non essential information (no matter how interesting) the 
system may never be able to recover and operate effectively, 

D. Infonnaticn Processing and Decisior. Making 

Because of the variability of decision situations, the system must 
depend largely upon human information processing at all levels. Staff 
members who will process data to develop the Information base will also be 
part of the decision-making process. That Is, they will be making eatlmate.s 
of conditions determining the need for action, and of the feasibility and 
value of specific actions. However, there will be centralized coordination 
of the decision-making process and central determination of priorities of 
actions. 

The organization of the staff at the various levels will be consistent 
with the needs for decision making. At the local level, the staff will be 
organized Into sections for emergency services or operations, logistics or 
supply, shelter and population, and intelligence. At the regional level, 
the decision making will be based upon the needs of individual states, 
since most conditions of the population or resources must be dealt with 
most often by smaller geographical areas than a region. At the state level, 
the organization will depend upon the size of the state and upon the 
potential capability of ar« a or other sector headquarters for decisicm 
making and actions. 
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At every level, there will be a section concerned with developing 
intelligence about the general situation in the entire area of concern. 

This intelligence will be represented In tabular and map displays that 
can be quickly comprehended. Specific information that is developed by 
other sections of the staff will be compared with or integrated with the 
representations of the general situation periodically. Integrations of 
information can be facilitated by the use of transparent overlays. 

II. CONCLUSIONS 

The objectives of the study were to define the types of information 
require at local, state, and federal levels of civil defense emergency 
operations, and to define an information system in terms of 

(1) types, flow, and volume of messages; 

(2) the flow of information in an operations center and the records 
and displays needed. 

In view of these objectives, the following conclusions were reached: 

1. Specific types of messages must be provided to local emergency 
operations centers and emergency headquarters at other levels 
of govermaent In order to provide and information base for 
decisions. Specific instructions must be provided prior to the 
emergency to Insure that such reports are transmitted. Strict 
CCTBOunication discipline is necessary at the beginning of an 
emergency to Insure that these messages are sent and received. 

2. Communication capacity leist also be provided for other types of 
messages, such as inquiries and special Instructions. The potential 
volume of such messages will be Influenced by the effectiveness 
with which the information base is created and used in anticipating 
situations and needs for additional Information. 

3. The peak load of messages between shelters and the local EOC 

and between EDO's and state emergency headquarters, will probably 
occur during the movement to shelter period. 

4. In determining the overall requirements for an information system 
in a particular location, there must be consideration of; 

(a) The organisations for support of emergency operations and 
their control and Information systems; 
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(b) Geographic and econoralc aspects of the area under the control 
of the operations center, and the accompanying threats to and 
vulnerability of the operating civil defense system; 

(c) Shelter status of tne population, which affects not only the 
method of routing information, but the situations that might 
occur and about which information will need to be provided. 

As shiKm in Appendix A, the value of shelter complex headquarters 
as components of the reporting system will depend largely upon the 
geographic distribution of shelters. 

The use of area of district headquarters within a state as collecting 
points for information may be of considerable value In some states. 
Because of the great number of environments In which it may be 
necessary to operate, a local or a state civil defense emergency 
information system must be flexible in cosmiunication and staff 
proce'iures in order to respond to ucforseeable information require¬ 
ments. Since this flexibility is obtained primarily through human 
information processing and control, training of staff personnel 
in information system concepts and procedures is essential. 

Types of messages of use la decision making at regional and national 
civil defense headquarters can be defined. However, because the 
national civil defense headquarters will be only one of the 
locations at which national decisions will be made in an emergency, 
and because of the denanda on common conmainication links, the 
civil defense emergency information system at the national level 
iBuat be tailored to be a part of the total national emergency 
information system. 

Ilte flow of Information, and data processli^ methods, ssiat both be 
c<mpatible with decision-making proc&iures and staff organization 
at civil defense emergency headquarters at ell levels. However, 
there has evidently been no comprehensive study of alternative 
decision-making procedures and staff organizations. 

If telephone is the principal source of measagira, the preparation 
of bard copies at the message center will be inefficient c<»&pared 
with the switching of incoming calls to a section that can record 
thft Information directly on tabular forms or displays. 







11. The emergency Broadcast System can play an extremely Important role 
in augaeaticg the civil defense esnei gency Information system by 
providing both a means for disseminating lnformati';n and advice 

and for providing instructions for reporting. Consequently, effective 
employment of th'i Emergency Broadcast System must be planned for 
in the design of an Information system for any particular location. 

12. Nudet reports viind computcr-baaed damage assessment alone ^111 
provide inaccurate ioformation shout postattack conditions, and 
there is no evidence of the level of accuracy to be anticipated. 

It is doubtful if eetlmates of resource status obtained in this 
vay could be used in decisions at region. 

13. in view of the many factors that influence the effectiveness of 
the civil defense emergency information system at the state and 
local level. It is infeasible to define comtminicatlon requirements 
for one particular organization that could be readily "scaled** 

to define the requirements for other organizations. 

III. RECOMMEIOATIOHS 

Major recommenlations of the study are that: 

1. The procedures advanced in this report should be used under the 
direction of OCD to develop an information system for existing civil 
ief;^r.je organizations in one or more local areas. The performance 
of this system should then be esvaluac^ In well^planned exercises 

in order to better define the methodology before it is recommended 
for use by civil defease planners at state and local levels. 

2. Specific formats for unscheduled shelter situation reports and 
forms for recording information at EOC's should be developed and 
incorporated in the Federal Civil Defense Guide. 

3. The Office of Civil Defense should recoBaend a study of the require¬ 
ments for Information at the emergency headquarters of all federal 
departments and agencies in keeping with their assigned responsibilities 
as a first step in determining how federal staffs and communications 
may be more efficiently used in a national emergency. 
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Appendix A 


Macroscopic Organizational Structure of the Local Civil Pefenae 
Emergency Information System 

I. ALTERHATIVE ClMlUSlCATIOEiS CONFIGUEAXIOSS - TOE SHELTER CCMPLEX CONCEPT 

As the number of shelters in a local civil defense system Increases, 
it becomes necessary to consider the effectiveness of routing messages from 
shelters through an intermediate control point, such as a shelter complex 
headquarters. 

Basically, there are two reasons for routing messages through such 
a headquarters. First, a certain class of messages may he highly redun¬ 
dant, l.e,, several messages in that class may include the same Information. 
(Note that a message class can be highly redundant, and yet no Individual 
message in the class would necessarily contain redundancy.) For ex^ple, 
a single fire may be reported by a number of different shelters. By 
routing calls fro® shelters located near each other through a shelter 
complex headquarters, superfluous messages can be eliminated, and the 
load on the EOC message center is thereby reduced. A second (and not 
unrelated) reason for routing messages through Intermediate shelters is 
that the shelter complex headquarters may be able to deal with certain 
problems. Such a situation corresponds to a certain anxjunt of decentraliza¬ 
tion of decision making. 

We shall now present an analysis to illustrate the effect that a 
shelter complex structure has on the redundancy of message classes and 
on the extent to ^ich shelter complex headquarters can handle certain 
situations. 

Let us denote the total number of shelters under the EOC by N, and 
let us assume that the H shelters have been divided into S groups, or 
complexes, where each complex contains an apprcncimately ecpial number of 
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geographically contiguous shelters. One shelter In each complex Is 
designated the headquarters for the shelter complex, and messages froni 
shelters in a complex are sent to the shelter cumplsit headquarters. To 
siapl / the analysis, we shall assume that each complex contains N/S 
shelters, that each complex covers the same area, and that the S com¬ 
plexes form a gridwork of S squares. Although these assumptions are 
unrealistic, the results obtained will apply oven if they bold approximate! 
We shall assume that N is rather large, say N > 100. Wfc shall refer to 
S, the number o£ shelter cewplexes, as the span . The results to be de¬ 
rived are valid for S not less than 4 and preferably S at least 9. 

II. 8EDUCT1C® OF MESSAGE CLASS REDUHDAKCY 

We shall first consider the redur.iency problem. We shall examine 
the situation tn which messages fr<w> shelters In geographic proximity 
are likely to contain sckb® of the saase Information. For example, if a 
number of fires are burning in the city, a given fire may be reported 
by more than one shelter in the same area. Shelters located far away 
are assumed to have little chance of reporting the same Information. 

We sh&ll characterize this situation by a parameter r called the 
natural redundancy of the message class. The value of r is the expected 
proportion of all messages which would be superfluous If every message 
generated in a shelter were reported directly to the EOC. That is. If n 
messages (of a certain slttiatioo category) are prepared in shelters for 
transmlsslcxi to the EOC, then (l-r)n of them are expected to contain n<m- 
redundant information, and m of them are expected to be regarded as 
unnecessary by the EOC. Alternatively, we may describe this situation 
by the statement that on the average, l/(l-r) shelters report each 
situation. 







We suppose that whenever a shelter complex headquarters receives 
g mengage providing Information which It knows has already been trans* 
mltted to the EOC, then that redundant message is not transmitted. 

We shall now derive an expression for the redundancy of the message 
class (as received in the EOC) after the preceding osessage-scrcening 
procedure Is employed. This redundancy will be referred to as the net 
redundancy , and will be denoted by R. That is, R is Che expected pro¬ 
portion of redundant measagca reaching the EOC fro® shelter complex tead- 
quartera when each shelter complex headquarters filters out all calls 
which it recognizes to be redundant. 

We shall employ a geometrical argument to obtain an expression for 
R. In the model to be employed, we shall represent a situation as a 
square (of size to be determined later) whose sides are parallel to the 
sides of the gridwork of shelter complexes, and we shall represent the 
occurrence of a situation by a random placeiaent (l,e., according to a 
two-dimensional uniform distribution) of this square on the grid. We 
represent shelters in the complex by grid squares of equal area. If we 
represent the lei?gth of the side of the situation square by t(t > 0), then 
the probability distribution function of the number x of shelters touched 
by the situation square (i.e., of the number of shelters observing the 
situation) is given by 


Pr [x] 


(1-a)^ If X « 

23{l"a) if X * (q+l)' + (q+l); 
If X - (Tfi-2)^; 

0 otherwise; 
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yhere t » Trtec, v is *-.hs integral part of t, and a is the fractional 
part of t. It can be shovm that the expected number of shelters observing 
a situation is given by 

E(x) - (1 + t)^ 


and the natural redundancy, r. Is teas given by 



Solving the preceding equation for c in terms of r, we have 



When calls are screened by shelter cai!q>lex headquarters, the net 
redundancy R corresponding to a natural redundancy of r is given by 

i.e., we have replaced t by t/ ^ nJs in the eaq>res8i<m for t, since 
a shelter complex contain K/S shelters. Kow when S » 1, R should be 
equal to 0, and when S * N, R should be equal to r. To satisfy these 
boundary conditions, It is convenient to replace S/If by p « 
in the expression for R, Ihus we have 


Cl + tVs/Nr » 1 
(I +1 


(1 + t ^/s7h5^ 
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The quantity p la approximately the proportion of all aheltera sAich 
are shelter complex headquarters. We shall refer to p as the relative 
span . If we plot R versus r and p for selected values of p<,25, .5, 
and ,75), we obtain Figure B-1. For small values of S(8ay ^ 10) t#faen 
H ~ iOO, the value of R given by the above fotmila tends to be too 
large, particularly if r is not very small (say r > .25). 

One of the conclusions to be derived from Figure B-1 is the 
following: By ei^loying a shelter cosiplex system with relative span 
p -.1 (i.e., 10 percent of all shelters are shelter complex headquarters), 
then the redundancy of message classes is reduced by approxlraately a 
factor of 2 for ,25 < r < .75. Thus for a city with 100 shelters, the 
preceding analysis Indicates that we will reduce the redundancy by a 
factor of 2 if we have about 10 shelter co^ilaxes approximately of equal 
size if .25 < r <: ,75. For message classes with very small r, tdiere is 
little benefit, and for such sassage classes, direct reporting from 
shelters to the BOC would be desirable. 

Associated with the use of a shelter complex system, there are 
certain costs. First, massages reaching the EOC lAich originated in 
shelters other tdmn shelter complex headquarters are delayed by routix^ 
through the shelter cooplex headquarters. This cost is not great if the 
shelter cooplex headquarters can quickly relay calls to the SOC from 
shelters. Second, there Is an increase in the usage of tiie coamunicatioas 
equipment. In fact, even though a tuaaber of calls may be screened out. 







ilBt Beduadaiwsy, R, Versu# SeUtiw Sp«n, p, «nd Hatural Redundancy 








the total nunber of calls (from shelters to shelter complex headquarters, 
and from shelter con^lex headquarters to the EOC) using the shelter 
coBoplex syston will always exceed the number of calls if shelters report 
directly to the EOC. The eiqtected total number of calls made Pst 
situation is 


s-IO-f) • 

The number of redundant calls is thus B-1, and die communications equip- 
ment usage redundancy is thus 

-1 - -^-s —r—!- 

o-i> 


To make a function only of r aid of p « (S-1)/.0B-1), we replace S/H 
by (S-l)/(!et-l} in the first term in the denominator, to cditain 

R ■ R (r.p) “I - —-- — ^' li-.. ■ —. 

Figure B-2 contains a plot of R^ versus r and p. From that figure, we 
may conclude that if the redundancy Is small, equipment usage redundancy 
increases substantially for p .1, (e.g., for S * 11 anl H •> Id). If 
r is lat^e, many calls are sorted out and relatively few calls are made in 
the shelter complex headquarters to the EOC, so that the increase in equip¬ 
ment redundancy is not great. 









Equlpusut Usage Kedu&dancy, E , Versus Relative Span, p, and Hatural Redundancy, r 

















It is useful to egress redundant camnunlcations equipment usage 
In terms of the fractional Increase, 1, of equipment usage, with respect 
to the usage if all shelters report directly to the EOC. Since t>io 
nmaber of calls per situation if each shelter reports directly to the 
EOC is iy<l~r), and the nvober of calls per situation if a shelter 
conqtlex system witJi p « .1 is used is (I'g) "*■ than I given by 


I 




1 

1-r 


1-r S-1 . 

1-R ‘ »-l 


1-r S 
l-R ‘ N 


A plot of I versus r and p « (S-l)/{n-l) appears in Figure B-3. For 
p * .1, tdie percentage increase in usage of equlpi^nt Is apprcocimately 
(l-r)lOO for r snail (say < 3/4). (For r close to zero, equipment usage 
would increase by 100 peruent-'-l.e., would double.) 

*Ihe benefit of a shelter conqrlee system corresponding to redundancy 
reduction is that the EOC message center receives fewer calls correspcniding 
ix> each situatl«i. From the p^receding graphs, it la seen that the benefits 
are small and the costs high (in terms of equipe^nt usage) if r is small, 
fhe use of a shelter c<»q>lex systma Is beneficial (with respect to redundancy 
reduction) mly for messs^e classes with high natural redundancy, r (say 
r > 3/4). Such high redundancy is most likely lu occur for messages that 
report area conditions (area environnient, populatlor and resources outside 
of shelter) and the shelters are concentrated in a small area. 









Ptactlonftl Increase, 1, of Equipment Usa^ Versus Relative Span, p, and Katural Redundancy, r. 













Hie aext aectioa will discuss the second purpose for which a 
shelter coiqilex headquarters system cau be used. 

III. SARDLIHG OF POBUMS KlTHMl SEELIES CtMPI£XES BF 
TBE SHEUm HEADQU&RmtS 

Ihe second reason, mentioned above, for structuring shelter-to- 
EOC eammmications in a shelter cos^lex configuration applies if it is 
desired to decrease the analytical burden of the EOC by allowing shelter 
cotaplex headquarters to handle certain problems. For the purposes of the 
present snalysis, we shall assume diat a shelter coi^lex headquarters can 
handle a certain problem if all the shelters involved in dealing effectively 
with the prohlem are contained In the complex. As above, we define a 
parameter o (correspoirfing to t), called die relative nroblm nairottauie. 
such that the number of shelters contained in a square grid section 
coQtalnlng all shelters involved in the determination and solution of 
die problem is l/(l- 0 ). The square grid section of 1/(1-o) shelters 
contains not only those shelters which report a particular situation to 
the shelter complex headquarters, but any other shelters Involved in the 
problem ai£d its solution. 

Employing the same stochastic model as before (i.e., problems occur 
zaixlQBly on the grid of shelters), then the fraction, F, of problems not 
falling idiolly within the shelter complex is given by 

F « 1 - (1-t 

where t - 1, K^jlacing S/H by p ■ (S-l)/<ll-l) as before, F becog^S' 






Figure contains a plot of F versus p and p. ffiieress reasonable 
values of r would probably be 3/4, reasonable valines for o are much 
lar ger, say as large as .9. Such is the case because relatively few shelters 
would be ejected to observe the same situation, whereas ten shelters 
could easily be involved in the solution of a problem, larger values of 
0 are hence included in Figure S>4, For a relative span of p » I, and o 
amll (say ^ 3/4), the fraction of probleas not falling wholly within the 
shelter cca^lex is approxlomtely one*thlcd as large as if no shelter complex 
system is used, lhat is, two-thirds of the usual problem load of the EOC 
can be bandied by shelter con^Iex headquarters, in the sense tihat all the 
shelters Involved in the problem and Its solution fall within the shelter 
complex (by the term "usual", we mean that the £0C handles all problems 
other than those affecting only one shelter.) As p increases, a smaller 
and souiller fraction of problems fall itdtolly in the complex, (This last 
fact Illustrates a shortcoming of the model used In the analyses presented 
above, namely that F achieves the value 1 . Bealistlcally, we should expect 
F < 1 no matter how large the value of o or how aaall the value of p. This 
shortcoming arises from the fact chat we have used, for given p (ox r), 
squares of fixed slxe to represent problems (or situations). A more 
realistic analysis, which woiild overcome this drawback, would empl(^ a 
probability distrlbutlat of problem sixes (or aitustlon sixes). For values 
of 0 (or r), that are somewhat leas than 3/4, the results of either 
analysis are expected to be siadlar, however.} 
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Since reasonAble values for 0 for a city of 100,000 would likely be 
as large as .9, it appears on the basis of the present analysis, that for 
a city with lOO shelters and approximately 10 shelter coroplexes, the use 
of shelter coB^lex headquarters for handling probleass would be quite 
limited, if it is desired to achieve analysis of ht^ caliber. 

For sprawling cities, or for covmty EOC systems, the value of p could 
be small, and the value of the shelter complex headquarters for handling 
certain problems could be considerable. 

IV. SlffiKAJCf 

The above analysis indicates that the value of a shelter caiiq>lex 
headquarters as a mode in reporting procedures depends upon the probable 
redundancy of shelter-originated messages; as a control center, its value 
depends upon the extensiveness of problems with regard to shelter location. 
This type of analysis may be applied in the design of the information system 
and in establishing operational procedures for a particular local area. It 
is possible that shelter ccsuplex headquarters In the same consmmity would 
perform information filtering or control tasks at soa^ times, but not at 
others, as announced by the local EOC. 







Appendix B 


I. Sample Messages « Shelter to EOC 


UnttclMtdulea Priority 

PSl “ Shelter Open 

SHELTER OPEK REPORT» SHELTER BRAVO SSVT3JTBEN AT MATS ANT) 
BROAD HOW OPEH AND CAN RECEIVE OCCUPANTS. AM OM^iUKICATINO 
FROM 733-1331. CAN ALSO -JSB 733-1335. SKSLUR MANAGER IS 
HOT PREim, STMDaSD BROADCAST RECEIVER IS RECEIVl^ ESS 
BBOADCASl’. THIS IS PATROIMAH FOGARTY. MIU. STASD BY UNTIL 
SHELTER OFFICIALS ARRIVE. 

Apprexiisate length - 60 

PS2 - Shelter Occupancy 

SHELTER (R3CUPAHCY REPORT. SHELTER BRAVO SEVSRl^ AT MAIN 
AND BROAD. 125 OF 400 SPACES OCCUPIK). NO HEW ARRIVALS 
IN LAST TEN MINUTES. THIS GALL FRMS 733-1331. STEVEN 
SATTERFIELD TSOS IK CHARGE AS SHELTER MANAGER. 

Approxinate length - 45 

PS3 - Initial Habitability 

SHELTER HABITABILITY REPOET. SHELTER BRAVO SEVEHT3ES. 
SHELTER NOW HAS ABOUT 350 OCCUPANTS. CENTRAL SPACE OS 
SECOND FLOOR IS OCCUPIED BY HEAVY DATA PROCKSSIEK EQUIPMENT. 
I AM LOOKI®; K)R OTHER SfACE WHICH CM BE MADE INTO HIGH 
PF AREA. SUPPLIES APPARENTLY OKAY. HE CAN MJW COMMUNICATE 
BY CITIZSt'S BAND RiffilO, MANAGSfieST STAFF IS PRESENT. 
OCCUPANTS EXCITED BUT APE VlLLim TO TAKE INSTRUCTIONS. 
SATTERFIELD. 

Approxiajate length - 65 
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(continued) 







1. Sample Messages - Shelter to EOC (continued) 


PS4 - Change in Habitability 

(1) THIP IS BRAVO SEVENTEEN. POWER FAILURE HAS CUT OFF 

VENTILATION IN BASEKEHT AREA. OPERATED FANS ARE 

NOT KEEPING TEMPERATURE DmW. CAN MOUC SOME OCCUPANTS 
TO AREAS ON UPPER FLOORS AND WILL DO SO AFTER RADIATION 
CHECK. SATTERFIELD. 

Approximate length - AQ 

(2) THIS IS BRAVO SEVHJTIEN. HALL OF BUILDING CRACKED BY 
BLAST. DO J«)T SKW OF AHf WAY TO DSTE8KINE IF IT WILL 
COLLAPSE. RADIATION LEVEL OUTSIDE IS ESTDIATED TO BE 
lOS PER HOUR. WATER IS ALSO SEEPING INTO BASEMENT AREA 
mm BROKEN WATER MAIN. SATTERFIELD. 

Approximate length - 45 

FSS - Relocation 

THIS IS SHELTER BRAVO SEVENTEEN. DAMAGE TO BUILDING HAS 
MADE ALL BUT PART OF BASEMENT UNSATISFACTORY FOR SHELTER. 

I PLAN TO MOVE ALL 380 PERSONS TO BUILDING AT 120 BROAD 
STREET. OUTSIDE RADUTIOS LEVEL IS ESTIMATED AT lORPH. 

WILL USE EXPEDIENT METHODS FOR PROTECTION IN NEW LOCATION. 
SATTERFIELD. 

Approximate length -> SO 

PS6 - Condition of Occupants • 

(1.) THIS IS BRAVO SEVENTEEN. SOME PERSONS IN SHELTER ARE BE- 
CCRilNC DROWSY AND SOm SEEM TO BE UNCONSCIOUS. TQfFERATDRE 
READINGS IN MOST AREAS IS ABOUT 80 DEGREES AND VENTILATION 
SEIMS ADEQUATE. SATTERFIELD. 

Approximate length - 30 
(2) THIS IS BRAVO SEVEHTEEN. PEOPLE ABE BECOMING RESTLESS AND 
NERVOUS. FEAR THAT THERE WILL BE DISORDER. AM TRYING TO 
GST SOME ACTIVITY STARTED AND AM ISVF.STIGATIHC THE POSSIBILITY 
OF SHORT STAYS IN LESS FROTEGTSD AREAS OF BUILDING WHERE 
THESE WILL BF. LESS CROWDING. I BELIEVE ENCOURAGEHENT OVER 
EBS WILL BE HELPFUL. SATTERFIELD. 

Approximate length - 50 
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I. Sample Messages '■ Shelter to EOC (continued) 

PS7 - Area Environment 

(1) THIS IS SHELTER BRAVO SEVENTEEN. REPORTS OF NEW ARRIVALS 
ARE THAT TRAFFIC IS BLOCKED AT MAIN STREET AND CASTLE 
DRIVE BY DISABLED VEHICLES. PEOPLE ARE LEAVING VEHICLES 
IN STREET AND PROCEEDING TO SHELTER, SATTERFIELD. 

Approximate length - 35 

(2) THIS IS SHELTER BRAVO SEVENTEEN. aiOKE AND SCME FLAMES 
FROM FIRES CAN BE SEEN ABOUT ONE CHARTER MILE 1«)RTH OF 
•mis SHELTER. WIND BIRECTIOK IS FR(St EAST TO WEST. 

SATTERFIELD. 

Approxisaate length > 30 

PS8 - Out-of-ahelter Population 

THIS IS SKELTER BRAVO SEVENTEEN. PEOPLE THAT HAVE BEEN 
MOVING ON FOOT ALONG MAIN STREET ARE NCW SITTING DOWN IN STREET, 
SEEM TO BE ABLE TO MOVE EOT WAITING FOR THEIR INSTRUCTIONS. 
SATTERFIELD. 

Approximate length - 35 


?S9 - Out-of-shelter RaBOiirces 

ms IS BRAVO SEVENTEEN. ARRIVALS REPORT THAT THEBE ARE 
A HUMBER OF TRUCKS STAKDIM3 OUTSIDE THE SUPERMARKET AT 
17TH AND MAIN WITH VEGETABLES, MILK, AND OTHER SUPPLIES 
THAT WILL SPOIL UNLESS BEPRIGERATED OR USED IMMEDIATELY. 
SATTERFIELD. 

Approximate leitgth - 40 


(continued) 









I. Sample Messages - Shelters to EOC (continued) 


On-Call Routine 

RSl - Space or Population Conditions 

THIS IS BRAVO FOURTEEN. THE MAJORITT OF THF OCCUPAHES HAVE 
RECEIVED LESS THAN 30R. MANY HAVE LESS THAN 5R. MOST 
ARE ANXIOUS TO BE GETTING Cmi OF SHELTER AND TO BEGIN 
DECONTAMINATION AND RECtWEKY. WE ARE USING SP^E NOT 
MASKED FOR SHELTER. SSOWN. 

Approximate Length - 45 
(2) THIS IS BRAVO TWELVE. tK)ST HAVE BECSIVED NEARLY lOOH, 

AND SOME SICKNESS HAS OCCURRED. TftsitE i-S LITTLE SPACE 
AVAILABLE FOR MOVEMENT WITHIN THE SHELTER, AREA OUTSIL.^ 

OF THOSE MARKED ARE STILL RECEIVIWJ AT LEAST lOR PER 
HOUR. DESIRABLE TO MOVE SOME OCCUPANTS TO OTHER SHELTERS. 
GOLDWATER. 

Approximate length - SO 


RS2 - Shelter Supplies 

THIS IS BRAVO FOURTEEN. WE HAVE THE FOLLOWIIK! FOOD STOCKS 
REMAINING FOR THE 620 PEOPLE IN SHELTER. 3,700 DAILY RATIONS, 

3,000 GALLONS OF WATER IN CONTAINERS PLUS SOME TRAPPED 
WATER. BROWN. 

Approximate length - 35 

RS3 - Special Manpower 

THIS IS BRAVO FOURTEEN. WE HAVE THE FOLLOWING NUMBERS OF 
REQUESTED TYPES OF MANPOWER. FRYSICliWS > 2. 

NURSES - 4. ELECTRICAL UTILITY REPAIR - 4. HEAVY TRUCK 
DRIVERS - 3. TELEPHONE REPAIR - 7. FIREPIGHT11R3 - 4. 

POLICE - 1. BROWN. 

Approximate length - 35 

RS4 - Out-of-shelter Conditions 

THIS IS BRAVO FOURTEEN. SURVEY OF IMMEDIATE NEIGHBORHOOD 
SHOWS THAT THERE ARE ABOUT 500 PERSONS APPARENTLY IN GOCE) 
CONDITION, ABOUT 1,000 WITH INJURIES, AND ABOUT 500 DEAD 
OR DYING. MEDICAL ASSISTANCE COULD BE USED. OUTSIDE RADIATION 
LEVEL IS BELOW IR PER »3UR IN MOST PLACES. 

BROWN. 

Approximate length - 50 
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Z. Sample Measagee - Shelters Co EOC (conclnaeS) 


Scheduled Shelter Summary Status Report (Initial) 

THIS IS BRAVO 17. SIMIARY STATUS REKUCT. 

OCCUPANCY - SURVEYED SPACES - 630; OCCUPANTS “ 648 
CONDITION OP OCCUPANTS - QUIET AND ORDERLY. 31 SICK AND DISABLED 
hAStTABILITY - VENTII.ATIOK SYSTEM OPERATtlTO (® EMERGENCY POWER GENERATOR; 
SANITATION PROBLEMS INCREASING 
INTERIOR DOSE RATE - TWO TO FIVE R PER HOUR 
TOTAL DOSE - HIGH 25; LOW 5 

supply; FOOD - ELEVEN DAYS WATER - NINE DAYS PLUS SOME TRAPPED WATER 
MEDICAL 23 TYPE A KITS 

AREA ENVIR(»IMEMT • SMOKE STILL IN AREA NORTH OP SHELTER, NOT INCREASING. 

MAIN STREET MAXIKED BY STALLED VEHICLES 
area POPULAXICR) > LARGE NUM^RS IN BUILDING ON MAIN STREET THAT ARE NOT 
MARKED AS SHELTERS; SGME INJURED 

AREA RESOURCES - NO ELECTRICAL POWER, GAS OR WATER SUPPLY. GROCERY 
STORES IN AREA HAVE BEEN ^iPTIED 

VEHICLES AND FUEL FOR MOVEMENT OP ALL OCCUPANTS AVAILABLE 
COMHINICATIONS - STANDARD BROADCAST RECEIVERS OPERATING (HI SCHEDULE TO 
SAVE BATTERY LIFE: RACES TRANSCEZVSR IS OPERATIONAL 
AND ON STAND-BY 

PROBLEMS - CCHITtKUING OPERATICHI OF POWER GENERATOR. FUEL FC» ABOUT 
30 MORE HOURS OF OPERATION AVAILABLE IN BUILDING 

Approximate length - 160 


(coctimed) 
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I. Sample Messages - Shelters to EOC (continued) 

Scheduled Shelter Summary Status Report (Subsequent ) 

THIS IS BRAVO 17. SUMMARY STATUS REPORT. 

OCCUPANCY: NO CHANGE 

COHDliiCW OF OCCUPANTS: GBMERALLY QUIET - Mim)R COKPLAINTS DUE TO 

CROWDING. SICK AND DISABl^ 34 

HABITABILITY: DIFFICULTY IN KEEPING TOfPERATURES DOW! AND ADEQUATE 
VENTILATI(»< 

DOSE RATE (RIE-HALF TO TWO R PER HOUR 

TOTAL DOSE ESTIMATED 10 TO 50R 

SUPPLY - 9 DAYS WATER; 8 DAYS 

NO OTHER CHANGES 

AREA POPULATION: SOME MOVEIENT OUTSIDE; IHDIVIDOALS SEEKING WATER 
AREA ENVIR{»e{ENT AND RESOURCES: NO CHANGE 
COOfUNICATICH): NO CHANGE 

PROBLEMS: HAVE BEEN SRUITIFK; DOiai GENERATOR F(»t SHORT miODS TD SAVE 

FUEL. ABOUT 12 HOURS OF FUEL REMAIN. WILL SEND (HJT VOLDHTEER 
TEAMS TO CET FUEL FROM CARS BEFORE SUPPLY IS GONE. 

Approximate length - 100 


B-6 







II, Sainple Messages - Energency Services to EOC 


Unscheduled PrlorlTy 

PEI Initial Emergency Status. 

THIS IS POLICE CCBiTKOL. WE HAVE PULL QPEEAIlllG CSEH» SUPPLIES 
ARE SUFFICIEKT FOR TWO WEEKS. HAVE RADIO COKTACT WITH STATE 
POLICE HEADQITABTERS. THE COUNTY SHERIFF'S OFFICE, Ti'E CITY TRAFFIC 
COKTROL CENTER. AND ALL PRECINCT HEADI^ARXERS BUT STH STREET. 

25 PATROL CAR UNITS ARE IN ASSIGNED AREAS. 5 UNITS AVAILABLE 
HERE. HENRY. 

Approximate length • 55 

PE2 Change In Status. 

THIS IS POLICE C(»iTSOL. HAVE LOST RADIO CCRITACT WITH ALL 
SUBSTATIONS. OPERATORS BELIEVED TO BE SEEKING B ETT ER SHELTER. 
HENRY. 

Approximate Length > 20 

ES Status Summary. 

THIS IS POLICE CONTROL. WE HAVE ABOUT FORTY SQUAD CARS 
NOW OPERATING. MOST AM IN THE NORTHEAST SECTION OF TOWN 
WORKING WITH FIRE SQUADS IN RESCUE AND DECOMTAMIMATIOS. HAVE 
SIR SQUAD CARS AND TWENTY POLICE IN RESERVE AT 8TR STREET 
PRECINCT, cm COMMUNICATE WITH ALL CARS OVER POLICE NET. 

HENRY. 

Approximate length •' 50 

PE3 Area Environment. 

THIS IS POLICT COTtTROL. FIRE HAS BROKEN OUT IN KJILDIHCS IN 
OAK LANE SHOPPING AREA iUID IS SPREADIl^ NORTH TOWARD Nl^ATE 
SCHOOL WHICH IS BEING USED AS A SHELTER. FOOD STORES IN AREA 
ARE ALSO THREATENED. HENRY. 

Approximate length - 40 

M4 Population Conditions. 

THIS IS POLICE CONTROL. LONG LINE OB TRAFFIC HOVZ^ OUT OF 
CITY IN BOTH LANES OF SOUTH BOULEVARD. MOVEMENT SPSm AmtOKl- 
MATELY 20 H.P.H. MOST CARS HEAVILY L(MU«D. HENRY. 

Approximate length > 30 


(continued) 











II. Saaple Messages - Emergency Services to EOC (Continued) 

(2) THIS IS POLICE COTTROL. MANY PEOPLE TRAPPED AY COLLAPSE OF 
BUILDINGS IN 500 BLOCK JONES STREET. VOLUNTEERS DIGGING 
WITH HANDS AND £«ALL TOOLS. EARTH-i«nriNG Ef^IPMENT CAN K 
USED IF IT CAN BE PROVIDED. ABOUT 50 SERIOUSLY INJURED ARE 
BEING TREATED BUT NOT MING tRTVED. HENRY. 

Approximate length - 45 


PE5 Area Resources. 

(1) THIS IS POLICE CONTROL. PEOPLE HAVE ^N FILLIlffi VAtm GGN- 
TAINERS FROM FIRE HYDRANTS IN BROOKLYN AREA. FLON BAS DROPPED 
SERKRJSLY OR NEARLY STOPPED AT HOST PLACES. UNABLE TO FIND 
ANY BROKE! MAINS IN THIS AREA. HENRY. 

Approximate length - 35 


(2) THIS IS POLICE CONTROL. THERE AEE AT LEAST 5 LOADED REFRIGERATOR 
CARS FI»}BABLY CCBiTAINING MEAT. AT THE CROSS STREET STATION. NO 
E(?nPMENr AVAILABLE FOR FORCURS CARS 0PM. NO TRUCKS OR PERSONNEL 
FOR MOVING FOOD. HENRY. 


Approximate length - 35 


THIS IS POLICE CONTROL, CREWS HAVE LEFT TELEPHONE REPAIR TRUCK 
AT HANES AND JCNES STREET. TELEPHONE LINES DOM IN THAT AREA. 
HENRY. 


Approximate length « 25 








III. Sample Messages - Installations to EOC 


Unscheduled Priority 

PIl - Initial Status Report. 

THIS Id NORTHSIDE HC«PITAL. 32 NURSES, 12 DOCTORS, 10 
OTHERS as DUTY. 110 OF 300 ffiDS ARE OCCUPIED BY PATIENTS. 

WE ARE MOVING OPERATIONS TO CENTER AREA OP BUILDING FOR 
FALLOUT PROTECTION. FI« AND SUPPLIES INTACT. HAVE RASEF 
E^FHENT READY FOR MONITORING. CAN COMMUNICATE BY RACES 
NET IF TELEPHONE IS CHJT. 

Approximate length - 55 

T.1IS IS THE AMCO PLANT. PLANS FOR EMERGENCY OPERATICWS ARE 
BEORl IMPLEMENTED. SOME MAINTENANCE fum SUPERVISORY XTSRSONNEL 
(2) ARE CN HAND AND OTHERS ARE EEPECTED. FAMILIES ARE HOVUI^ 

INTO SHELTER AREAS. CAN COMiONICATE BY RACES NET IF TELE¬ 
PHONE IS OUT. HAVE SUPPLIES FOR 1,200 ^RSOIS FOR TW> WEEKS. 

Approximate length - SO 

P12 - Change in Capability. 

THIS IS NORTHSIDE HOSPITAL. WATER SUPPLIES AND ELECTRICAL 
POWER HAVE BEEN DISRUPTED. HAVE STARTED SlEftGENCY GENERATORS. 
HAVE FUEL FOR 32 HOURS OF OFERATI(»i. WATER SUPPLIES HILL (»n.Y 
LAST FOR 3 OR A DAYS. TWU OF DOCTORS HAVE LEFT TO JOIN FAMILIES 
AT SHELTERS. 

Approximate length - 45 


(Hesaages reporting change in area environment, population 
resources, and other emergency services will be similar 
to those of Emergency Services.) 









IV. sample H«8«ages - Special 



Inquiry: Shelter to EOC. 

THIS XS SHELTER BRAVO SEVEKTEEN. THE HlSiBER OF mSOMS HAITIHG 
(HITSIDE CWR SHELTER EXCEEDS THE HUMBER OF SPACES AVAILABLE 
tt SEVERAL HDMDREO. CAH YOU DO SOMETHXHC TO DIR^ THEM TO 
OnSS SHELTERS? 


Directive: EOC to Shelter. 

AHHOUilCE TO THOSE OTTSIBE SHELTER THAT ADBlTlOHAL SHELTER SPACSE 
IS AVAILABLE AT THE FOLU3W1HG BDILDIMS: 200 DOKIHION STREET, 

310 EAST STREET. AKQ 348 EAST STREET. LISTEN TO EBS AHNCXINCIMSHTS 
FOR ADVICE AS TO ARRANGEMENT OF SHELTER SPi^. 


Inquiry: Shelter to EOC. 

mis IS SHELTER BRAVO SEVMTEEN. ARE BULUR^ERS AVAILABLE IN 
THIS AREA FOR USE IN LOOSENI!^ DIRT FOR IMPROVING SHELmR? 


Advisory: EOC to Shelter. 

BULLDOZERS PROBABLY NOT AVAILABLE. IMPLEMENT OTHER EXPEDIENT 
MEASURES FOR SHELTER IMPROVEMENT AS DESCRIBED IN SHELTER 
MANAGER MANUAL. TIME AVAILABLE BEFORE FALLOUT ARRIVAL AT YCXJR 
SHELTER ESTIMATED AS FORTY MINUTES. 


Inquiry; Fire Headquarters to EOC. 

THIS IS FIRE HEADQUABTERS. RAVE EqUIPNENT AT STATIONS 2 AND 8 
IF CR]^S CAN m ASSEMBLED. HON MANY RKRILAR OR AUXILIARY FIRE¬ 
MEN ARE IN SHELTERS NEAR THESE STAnOHS? 


Inquiry: EOC to Specific Shelters. 

REPORT NIBIBER OF REGULAR AND AUXILIARY FIREMEN WHO CAN BE USED 
UNTIL FALURTT ARRIVAL. 


(continucMi) 
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IV, Sample Messages - Special (continued) 


Response to Inquiry: Shelter to EOC. 

THIS IS BHAVO SEVENTEEN. FIVE FIREMEN HERE. KKJR WILLING 
TO REPORT FOR DOTY AT NEARBY STATIONS. 
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